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1. 948 AppGuard CLI

AppGuard CLI (f&i# CL)Z 7 T #.E A F Bzt AppGuard Build MigitHyBs{LMIATA.
TEAppGuardManager Serverf]LAZ 2 AppGuardEsf , MEE TEMBuldRE P RMEFAppGuardz
g | & AAppGuard CLITA, .

1-1 AppGuard CLI Zh
AppGuard CLI 23BAppGuardManager Server £ #One-ClickAppGuardHigEE @ BTN TR, -

1-2 AppGuard CLI ¥JE
AppGuard CLITEBIM TR D44,
AppGuard CLINFA N HFEERER—X4FBER P,
- fEAAppGuard CLIFTHE E#IAApplicationz HAppGuarddI I R1ER , FEHITHREE.

- appguard.propertiesR L EXf+ , MEEEEIR , 7£R BAppGuard CLIFFE AIBE R £ H81R.

HER | 3488
appguard-cli-builder jar Bz AppGuard CLIITAZH#
appguard.properties AppGuard Build Optionft B34

1-3 AppGuard CLI ERA%
BE#hAppGuard CLIEFMIERSHISBW T,

1-3-1 AppGuard S¥H

Option AR eRY%AE
. BEZERRKAppGuardiJAPKs}
-i <arg> _ . . Y
IEEEHIEHNA androidmanifest.xml 3244,
-h 2l L& AppGuardiT ERRYProgress Bar. N
WEBRKAppGuard5E B /G APKTZAEfLE
-0 <arg> L L _ N
TEER, AJEMIT CLI HAERN M.
-p <arg> WE L FEAppGuard it FE N M properties 34+, N
-l BHTERM AppGuard FRAR. N
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\"

I EHiH AppGuard Command-Line Builder BYARAN. ‘ N ‘

1-3-2%% AppGuard £l

BERKTHE APK FERTFWNLE. (RBLNA-0 <out_apk>ltaw T , APK RIFERLA
APK MHREIME E. MHRIERE WA ' _appguarded’)

java —jar appguard-cli-builder.jar —i <in_apk> -o <out_apk>

REVIEEM properties .  (RBNMA -p <properties> ELL@ TR , BBAIEETE jar X
tHEfE LR appguard_Game.properties )

java —jar appguard-cli-builder.jar —i <in_apk> -p <properties>

@+ Original APK

W>java -jar appguard-cli-builderjar -i Application.apk

@ + Original APK (path)
W>java -jar appguard-cli-builderjar -i D:#WMobileWApplication.apk

4 + Original APK + %% AppGuard R APK (path)
W>java -jar appguard-cli-builderjar -i Application.apk -o D:WMobileWApp_appguarded.apk

% + Original APK (path) + &% AppGuard SEERY APK (path)
W>java -jar appguard-cli-builderjar
-i D:¥Mobile¥tApplication.apk -o D:#Mobiletfoutput#App_appguarded.apk

% + Original APK + BEEBXH (BEEi%k)
W>java -jar appguard-cli-builderjar -i Application.apk -p appguard_App.properties

£/ AppGuard Cli Builder @3 % EHIAAPKERZAT , MRS BHMAEER A RIIFEFT,

ZEAppGuardif & % £ 1R,
¥>java -jar appguard-cli-builderjar -i Application.apk -o D:WMobilett (%& 4 £41%)
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1-3 -3 AppGuard Log Message

- Bz AppGuard CLI AN TEE.
C:¥W Java —jar AppGuard_CLl.jar

BN C:#WINDOWS#system32#%cmd.exe - O X

Guard_CL|_

- AppGuardZE RIS RT~ER.
INFO - [*] Start AppGuarding
INFO - [-] Success uploaded file.
INFO - [*] Complete AppGuarding!

BN C:HWINDOWSHsystem32%cmd.exe -

suard_CLI_1.1.0.jar =i Tes

ard-cli-builder_1.1.0>

- AppGuardBIARARER :
C:W Java —jar AppGuard_CLl.jar -v

BN C:#WINDOWSHsystem32#cmd.exe - O X

ard-cli-builder_1.1.0>
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SHEHERBIZNETESR.

AN EERERNBRIESE T EMWEmrorMessagezk.
ex) appguard.properties BLEMHHZEBHIZ,

GuardCommandBu i [der . jas

1-4 AppGuard CLI Error Log Message

EEMAppGuard CLITT ST &Z 4R , S BHERBIENRRER.
MEEHIZEERINR BN ( appguard.properties. ) B EELE L,

Log

Please check build_type in appguard.properties.

A

KRIETE build_type HETZ"1"

Please check id or pw in appguard.properties.

REMEWS (IDor PW) R

Please check LicenseKey in appguard.properties.

R BELELicenseKey

Invalid .APK file! please input .APK file.

EEMAPKIHEIRA , HAR *apk”

Please check manager_country in

appguard.properties.

RIEEmanager_countryfE 2 HTE korea, japan,
chinatth X i

Invalid file contents.

EENXHAIR

Unknown error.

Serverf§i®, HEiIFAINCA Internet,

Invalid params size

Server{fi2, FEEig[A)INCA Internet,

2 AppGuard CLI & #

£ A AppGuard CLI IhEERT ,
BSEMTHRBRHHTEE

FEZEf Eappguard.properties 14,
(ESHEERIETE , "0"R%k OFF "1"f%K ON. )
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2-1 AppGuard Manager info

Option VB Xz
certKey= # A AppGuard CLI Certification Key string
manager_country= #i AAppGuard Manager Server ERER string
licenseKey= #i A AppGuard Manager Server License Key string
Module= #A AppGuard HERRZA (ex : 20170102 or 20170315) string

2-2 AppGuard Build Type

#3# AppGuard Build Type
build_type=1 APK Build build_type=2

build_type= ) ] ) Number : 1, 2
AndroidManifest.xml &2k Unity3D
L% Assembly File 3h 0%
2 -3 AppGuard Manager Build Option
Option B X5
jarsign= Jar-sign with Sample certification Key Number : O, 1
) ) Unity Assembly Encryption (unity_encryption)
unity_encryption= . )
) ) Loaded Assembly Dumping Protection Number : 0, 1
unity_anti_dump= ) )
(unity_anti_dump)
dex_encryption= DEX Encryption Number : 0, 1
SO Library Encryption
so_enc_list= ex) libtest.so String
ex) libtest.so, libtest1.so
anti_debuging= Sensitive Anti-Debugging Support Number : 0, 1
2 -4 AppGuard Manager Build Option (Customize)
Option L) Xa
Select main activity class for Appguard Injection )
target_class= ) ) ) o string
ex) com.unity3d.player.UnityPlayerNativaActivity
custom_app_id= Change package name for License Certification string
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Select Launcher Activity Style
0 : Normal (%7~ DEX Encryption Loading &)

_ ) ) Number :

dex_launcher_style= 1 : Non-FullScreen (27~ DEX Encryption Loading EIHE 012

/ FAHL Status Bar) Y

2 : None ("#7~ DEX Encryption Loading &)
dex_split= Enable DEX Splitting Number : 0, 1
enable_identify_info= Enable reporting device identification upon detection Number : 0, 1
disable_violation_message= | Disable displaying security violation message Number : O, 1

. Assigning to the specified AppStore-Only )

specified_appstore= string

ex) google. amazon

# TEAppGuard CLI }%EX#5 DEX Shrinking with removing unused classes T2k,

3 281

3-1 &id AppGuard CLI Th#EfEH AndroidManifest.xml #43
mEI¥E—"ApplicationZ 5B Application R £ Z MMarket@y & , FES R AEMarketE S8R
APKfyPackageNamefy &%

2 & &RAppGuard#Application#EMarketf& i Package NamefyiE , AppGuard ZZINEEBAIEES
¥ MEIAPK Package Name#3ES£182K , AppGuardfIAPK Integrity ZZ2INEER AIETTHIAPK,
mkELL EWIER , FAAppGuard CLITHAER] LAESR I 18] @,

- JHappguard.properties ELEXHH build_type S AKbuild_type=22 FREMNIEF , RT
AndroidManifest.xml,

- BTEEN® appguard.properties FYE %I,

- WE&X AndroidManifestxml BIEE , R, -p"SEHEX.

- WERITE , ZFIEEN AndroidManifestxml &

B AndroidManifest.xml,

X AndroidManifest.xml.bak £=4

java —jar AppGuard_CLl jar —i <in_xml>

3-2 FIA AppGuard CLI B9 Unity3D Assembly 3 #3iNZa75 E.
AppGuard BH%#E Unity3D Assembly 3. 1EHFEFEMRAPKAERRIAssembly3#F, T=24F
27 Mono-Developer %A RIAssemblyd 1T 0% 836

- WRJFTE appguard.properties EENXMHFH build_type i%
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&, Assembly3Z 44T %R,
- BTEEN® appguard.properties FYEMI%EIR,

- PUTHSIEMIE, IAEM Assembly SHFH < RRH 4B Fr.bak >,
FTHERL Assembly 35

java —jar AppGuard_CLl jar —i <in_dll>

3-3{EH AppGuard CLI FZEIAUE Key (Certification Key)
£ FlAppGuard CLIZhEEZR &K AppGuardit , EEfEAppGuard Manager Server &A% HICe
rtification Key. #EAppGuard Manager Server #HMCLI EEEE & AT A £ KA Certificatio

n Key , f#£ AppGuard Manager Server L 2BCLI EETIERE , 1EIRINCAInternet R A #F
A BB
3-3-1AppGuard CLI EETIH

- CLI Certification Key Management
& AAppGuard AP , &4 Certification Key , Certification KeyPB#Rs AT LASE % F1M k.

CLI Certification Key Management

% AppGuard A CLIB BEE B ET LS BN BB EEH BB, AppGuard CLI Download

- Allow 2 Certification KE.’

List Is Empty

- AppGuard CLI Build List

iTAppGuard CLI ZhEZ= % AppGuardBf , f£Manager Server bt A] LAMBIA R FZ A ICFR.
AppGuard CLI Build List

ERILEEREEBBAppGuard CLIZERMIER.

Name =] ﬂ
H[p(‘uardlng Options
Name File Name Date Module Down | Delete
DE SE 15 More

List is empty.

3-3-2 EAAppGuard CLIFF 4 Certification Key

- BiF[CLI Certification Key Management -> Register] JE

- TESEMTIE LA "Name"Fl"Allow IP"% B sh4 B Certification Key

- EIBERM Certification Key# AZE| CLI&E (appguard.properties)3ig &,
- —MNPLBERE—TAFRRER CLIZEE.
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Certification Key

Plame=
AL T R
VLSRN N { <03 5
Allow IP JIVSeeoblDoCS 30 2/ VO
| Subme: | A RARARASSL A 2T) o L ataninan
830993633a3a8¢c03%accd5eqid /15390

< Ef > < BBh=%Certification Key >
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B INCA INTERNET Game Security Center Feedback
Mail : appguard@inca.co.kr

INCA Internet Co., Ltd. ACE HIGH-END TOWER 1201, 5, Digital-ro 26-gil, Guro-gu, Seoul, Korea,
08389

Security, For a More Joyful Gameplay.
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