nProtect AppGuard for CLI

AppGuard Command Line Interface A EEA|

() B7HAEH A
DV-180619
Ver. 1.2.3

gH HSE

RSy
O] M ®YFIRIEHYICl Rt 2 nProtect AppGuardE Android Applicationd| M-& 3t7| 2
o #FE JI0|EQt #H JEE MI5t7| flste HdEfAen, &Y7IAE US| 52l 20| H3

O - HA

KOl MSOtALE BiZR & BlELIC.

IIICA.

I.n.t.e.r.n.e.t



nProtect

Mobile App Security Solution INCA Internet Co. ,
Ltd.
2N 78

O] A= nProtect AppGuard CLI AtEHES MYt 70| =L T,

24 2x
T APPGUANA CLIE ZEZH oot 2
1 =1 APPGUAIA CLI 71 eooeeeeeeeeeeeeeeeeeeseessscesssseeeeeee s ssssssssse s sssssssssssss s ssssssssssssssess s 2
1 =2 APPGUAIT CLI THE i 2
1-3 APPGUATd CLI AFE B s 2
1-3 -1 APPGUATd AFE QUEE oo 2
1-3-2 AppGuard M8 ARl oo QF! MW7} Ho|g|of YK LALICE
1-3-3 AppGuard ZTL DAIR| o 4
1-4 AppGuard CLI O[2] 2 D AIK] ooooooooeoeeeeeeeeeeesssseeseeessssssseeeessssssseesssssssssssss oo ssssssssssessss 5
2 APPGUArd CLI BT T oo ssssss s sssssss s sssss s 6
2 -1 APPGUArd MaNAGET INTO ettt ess st st sss st bttt 6
2 -2 APPGUAI BUIIA TYPE.cuiiieriiseriesississsissstss st ssss s s st s ss st st ss bbbt 6
2-3 AppGuard Manager BUild OptioN ... sssssesssssessssssssssessssssssssssssssssssssnsssssnnes 6
2 -4 AppGuard Manager Build Option (CUSTOMIZE) ....oovveereeeereeineeeseeeesesesssseesesssessesesssssssssssssssssssssssssssnnes 7
3 I AR et 7
3-1 AppGuard CLI & O] 8%+ AndroidManifestxml TFY =7 BFE e 7
3-2 AppGuard CLI AFEE I8t 215 7|(Certification Key) A B o 8
3-2-1 AppGuard CLI 2| HOIX] TEA oo 8
3-2-2 AppGuard CLI AFEXF S8 Bl QB 7| B s 9

1/10 KOR-01-05-01



"] nProtect AppGuard
‘@’ 1obile App Security Solution

INCA Internet Co.,
Ltd.

1 AppGuard CLI 27|

AppGuard CLI (O[3} CL)= AppGuard ZE X332t A3EHE LEEZ Q&) MIE= SYUCH
AppGuard Manager ServerO|A AppGuard Z&2 A g = A, A HE IO

=
AppGuard H& HHAE Z&otn d2d E2 AppGuard CLI S 0|83l FA|7| HFELILH.

1-1 AppGuard CLI 7|5

AppGuard CLI= AppGuard Manager ServerO| A EIZ3tE One-Click AppGuard &2
Command LineRZE & = U= 7|sYLICL

1-2 AppGuard CLI 73

AppGuard CLI= OF2fet Zeml & mY=z FYE0f UAELICH
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appguard-cli-builder jar AppGuard CLI & 1
appguard.properties AppGuard 2E &8 473 md
1-3 AppGuard CLI A2
AppGuard CLI &80| Zeot QIXt= ofz{et Z& LTt
1-3-1 AppGuard AtE QIX}
S e 207
) AppGuard & 8% APK ItO|Lt
-i <arg> B ] . o N Y
743 androidmanifestxml ItYS X|HgL[C}
-h AppGuad X8 Al EA|Z|= Progress Bar & &2 LICt. N
AppGuard 7t M8 APK mHYO| X% IX|E XIgLCh N
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- X875t AppGuard S Z3TtL|Ct N

-v Sl AppGuard Command-Line Builder o] S Z&gtL|C}. N

1-3-2AppGuard M8 At

=/

£ 20| apk THYS XSt o2 2 (o SM0| g8 22 APK LtO| U&=
|X[0fl ‘_appguarded’ ™OAZ7F 22 HENE2 AppGuard 7t H-&= 0

java —jar appguard-cli-builder.jar —i <in_apk> -o <out_apk>

Al
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- 58 B20| U= propertiesE ZESt
|
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java —jar appguard-cli-builder.jar —i <in_apk> -p <properties>

- ZE9 + H2 APK
W>java -jar appguard-cli-builderjar -i Application.apk

- PEO + A& APK (path)
W>java -jar appguard-cli-builderjar -i D:#MobileWApplication.apk

- FHHO + FE APK + YIHE HEO| A= E APK (path)
W>java -jar appguard-cli-builderjar -i Application.apk -o D:WMobileWApp_appguarded.apk

- HHO + YE APK (path) + ¥7IE ME0| 2= El APK (path)
W>java -jar appguard-cli-builderjar
-i D:WMobileWApplication.apk -o D:¥WMobileWoutput#App_appguarded.apk

- O] + Y= APK + MEIIY (oM

- W>java -jar appguard-cli-builderjar -i Application.apk -p appguard_App.properties
- AppGuard Cli Builder 3&0{& Ar83l0] APK LY ZE

g 2
7t giAL 4828 DTS 7IMoHA] HoW HI/HE HEA 277 2

=2 o=
#>java -jar appguard-cli-builderjar -i Application.apk -o D:#Mobilet (272 4)

3/10 KOR-01-05-01




nProtect
INCA Internet Co.,

Ltd.

1-3-3AppGuard 21 HA|X|

- AppGuard CLI & #&st® CH3ar 20| & =I0| 7hseLLt.

C:¥W Java —jar AppGuard_CLl.jar

C:HWINDOWSHsystem32#¢cmd.exe - O X

d ua
input—Fil
tp

- AppGuardZt dHoz HEEH L3t 22 HAIX[7F SHE L L
INFO - [*] Start AppGuarding
INFO - [-] Success uploaded file.
INFO - [*] Complete AppGuarding!

C:HWINDOWS#system32#cmd.exe e O X
i ard_CLI_1.1.0.jar —i Tes

34 INFO

ard-cli-builder_1.1.0>

- AppGuard H{F2 Of2{et 20| =tel0] 7ttt

C:W Java —jar AppGuard_CLl.jar —v

BN C#WINDOWSHsystem32#cmd.exe - O X
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ex) appguard.properties
-

ERROR [*] Fail to
; [*]

a.buil
builder.

guard-cli-builder_1.1.0%

1-4 AppGuard CLI 0[2{ 21 HA|X|
AppGuard CLI AHE0| 2X|7F e
appguard.properties. It0f CHst LY-&

= -

21

Please check build_type in appguard.properties.

BF o2 HAX|ZF Zde
2010

| 2Lt Ct

i

build_type O O|X|"ZO[AL} 10| Ol B2,

Please check id or pw in appguard.properties. ID or PW HEZ}I Qe E2
Please check LicenseKey in appguard.properties. LicenseKey 7t Sl= 4%

ZHHE APK IOl ot &2,
Invalid .APK file! please input .APK file.
piease b s SRR APK I} OfH B2,
Please check manager_country in manager_country EE7} O|X|HQl &AL
appguard.properties. 22 korea, japan, china 7 Ot A<,
Invalid file contents. X’ gt mto| SHEX| G2 8%

Unknown error. A EHOA 2o @ 2 AFIRIE U0 22 ER.
Invalid params size MEEHOA 2ot 27 AZIQIE U0 22 28,
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AppGuard CLIS AF23}7| 2I8llM appguard.properties MYUS S8 HWILE =HOF M HEI}
A7)0 AOJOF TLICE St LS Fsto] o sHFo| S WIE M AT ZYPS TG

ZA7| HRRrLICH

@ S8 F2 e B stringdt FoE At MLt "0"2 OFF, “1"2 ON 2 2[O|gLtt)

2-1 AppGuard Manager info

g4 e a2
certKey= AppGuard CLI Certification Key &= string
manager_country= AppGuard Manager Server =Z 78 E 2= string
licenseKey= AppGuard Manager Server 2tO|MdA7|ZF 2™ string
Module= AppGuard 2& H™ Y3 (ex: 20170102 or 20170315) string

2 -2 AppGuard Build Type

AppGuard Build Type 41 &

. build_type=1 APK EE
build_type= ) ] ) ) Number : 1, 2
build_type=2 AndroidManifestxml =8 % Unity3D

Assembly File tt=E =3t M&.

2 -3 AppGuard Manager Build Option

&M e 7

AL

jarsign= Jar-sign with Sample certification Key Number : O, 1

) ) Unity Assembly Encryption (unity_encryption)
unity_encryption= . .
) ) Loaded Assembly Dumping Protection Number : 0, 1
unity_anti_dump= ) )
(unity_anti_dump)

dex_encryption= DEX Encryption Number : 0, 1

SO Library Encryption
so_enc_list= ex) libtest.so String

ex) libtest.so, libtest1.so

anti_debuging= Sensitive Anti-Debugging Support Number : 0, 1
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2 -4 AppGuard Manager Build Option (Customize)

24 | e 7
Select main activity class for Appguard Injection .
target_class= ) ) ) o string
ex) com.unity3d.player.UnityPlayerNativaActivity
custom_app_id= Change package name for License Certification string
Select Launcher Activity Style
0: Normal (DEX =3t 2E 3H =2) Number :
dex_launcher_style= N - i
1: Non-FullScreen (22 2t ZH/LEfEAIZ FX) 0,12
2 :None (DEX ¥=3t 2 ¥ O|FH)
dex_split= Enable DEX Splitting Number : 0, 1
enable_identify_info= Enable reporting device identification upon detection Number : 0, 1
disable_violation_message= | Disable displaying security violation message Number : O, 1
. Assigning to the specified AppStore-Only )
specified_appstore= string
ex) google. amazon
# AppGuard CLIO|A & DEX Shrinking with removing unused classes 29 SM2 X|sX| 2&L|Ct
3 Hasgd
3-1 AppGuard CLI € 0| &%t AndroidManifest.xml Gt 74
StLtel WS ZESHH of2f Op2lo| 552 & 4%, APK TN Package Name 2t
+dots A4S M8t AtE7F UASLICH
AppGuardZt 8% AMEJO|A 49| Package NameS HHAT ALY AppGuard EOH7[52=2

Uo| FLHZE HAL[X| UAHLE APK Integrity O M2 ALY == QA =0 0[Q &2
| |

A2 AndroidManifestxml| DI} QL0F £=Hst= diHoz BX| sfZ0

- appguard.properties

tsgHCt

=

A3 mto| A= build_type M build_type =2 £

Mgt &M AndroidManifestxml 2t BZASHA & L|C},

- appguard.properties Off CH3t CHE M2 A2 |FX|E SHFA[7] HHELIC
X

- AndroidManifest.xml =

- HHOE MUMSA M 7|E AndroidManifestxml 2

S +MeD B FROE i, p S

HAL| O, M2 AndroidManifestxml O] A& & L|C}.

MO &L CF

2 AndroidManifest.xml.bak 2 £

—

#Z 910

java —jar AppGuard_CLl.jar —i <in_xml>
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3-2 AppGuard CLI € O|&%} Unity3D Assembly It THE 53} HHtH,
AppGuard CLI & Unlty3D Assembly IS CHEHO 2 A23E X|ALICHL APK LF0| &
MSt= Assembly IFO| Ot Mono-Developer OlA ZEDSIY Hdot AssemblyE 2=3}
StAXE g U AFZE L O

I'

- appguard.properties 2% TtA0| A= build_type EME build_type =2 2 #HF3}0]
H28H ZM Assembly LHUO| At ELCH,

CHE |XIE SiFAI7| HHEfLICH

Ao .2 mUY bak>C 2 HALMH, ME

- appguard.propertiesO| Ci$t CHE M2
- HHOE HASHA E|H 7|E Assembly I

Assembly It0| dE LTt

"‘l—l

java —jar AppGuard_CLl.jar -i <in_dll>

3-3 AppGuard CLI At&S £t 2E57|(Certification Key) ¥4 U
AppGuard CLI & &3 AppGuardE ZH&3tHM Q157 (Certification Key)7t
AppGuard Manager Servero| A H|S3dt= CLI 22| H|O|X|0|M ALEXIE SS5tH
ddg = AFLC
AppGuard Manager Serveri| CLI 22| HO|X|7} Gl= 42 Y7tAHU 7|=X|¥ SR H0A
=2 & SiFAl7| BFEfLICE
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3-3-1AppGuard CLI 2| HO[X|

- CLI Certification Key Management
AppGuard AFEALE S&5IH QE7|7I 8L Q157|= A4 A AN 7L ZbseL

CLI Certification Key Management

m\m
ne
mnu

1Z!

[Ill

AppGuard AIEE 2JE

.“ et Sk il il e

- AppGuard CLI Build List
AppGuard CLI 2 AppGuardE H&5tH ofef &t=0| HEE O|=Ho| EA ELChL
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AppGuard CLI Build List

AppGuard CLIE S3 WII=7t HBE AlY 2|AE0] Tig &l I pa|7f 7hsFLCh Name 2% v

AppGuardlng Options
Name File Name Date Module Down | Delete
us SE | JS | AD More

List is empty

3-3-2 AppGuard CLI AH&Xt S8 U 37| 4

[

CLI Certification Key Management -> RegisterS Sl AI2XtE

SELICH
- ALEA SEIHOAM AFEA 0|21 5& IPE RESIEH AUFI= As2z dYdELCL
- 2157|&= CU d%(appguard.properties) It certkey &=0 YK FA|7| HFEL|CH
- SILEO| AFEXb= BELEQ| IP CHYOMEE CLI & AFEE = UASELICHL

CLIFKEY Register

Name AIE2XF 0| E

Allow IP '6'-' -g- 1P

<AIEXF S

Jlﬂl
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Security, For a More Joyful Gameplay.

Copyright ©INCA Internet Corp. All rights reserved.

10/10 KOR-01-05-01



