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1. 948 AppGuard CLI

AppGuard CLI (f§# CL)RATHERF B AppGuard BuildimZitiEmEHIATR., &
AppGuard Manager Server FJLAZ% AppGuard fR# , 1EE TEMBuldRZE PR EIFAppGuard
Z# | A AppGuard CLI TE,

1-1 AppGuard CLI Ih&E
AppGuard CLI 21BAppGuard Manager Server £#J One-Click AppGuardBhEEE @ S1TER T K.

1-2 AppGuard CLI &
AppGuard CLIZTEBE T MBI 4.
AppGuard CLINM B R EE MR — XM B #+.
- #£/A AppGuard CLI RIEZEW#RApplicationfEAAppGuardiIiEEERE , BEHTHEREE.
- appguard.propertiesRELEX 4 , MESEEHR , £ A AppGuard CLIK B AIRER A SHER.

WS | L
appguard-cli-builder.jar R4E) AppGuard CLI #4734
appguard.properties AppGuard Build Option BLE3#4

1-3 AppGuard CLI BRA %
F4® AppGuard CLI FMERSHEBNT.

1-3-1 AppGuard SXEHR

Option R EA REBWMA
. BEELHE AppGuard By APK = EEEHIEHH
-i <arg> Y

androidmanifestxml 344,

-h PR =% AppGuard BFREREY Progress Bar, N

BREBELHE AppGuard TG APK FEALE.
-0 <arg> i

TNMEER, AJERT CL EEMIF.

B&HE AppGuard FFEMEHM properties 3 N

X5

-p <arg>

-l W FEAM AppGuard ARAR, N
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REEE AppGuard Command-Line Builder BIARAR, ‘ N ‘

1-3-2%# AppGuard i

BERETHE APK FERTFWNLE. (RBEEM-o <out apk>ltaw K , APK RIFERLA
APK MBI E L. MHREREB WA A _appguarded’)

java —jar appguard-cli-builder.jar —i <in_apk> -o <out_apk>

BEUEER properties . (RBFER -p <properties> FELb@SE , BEBIRE jar X
HEEMNIE £/ appguard_Game.properties )

java —jar appguard-cli-builder.jar —i <in_apk> -p <properties>

@+ + Original APK

W>java -jar appguard-cli-builderjar -i Application.apk

@ + Original APK (path)
W>java -jar appguard-cli-builderjar -i D:#WMobileWApplication.apk

4 + Original APK + %% AppGuard FERH APK (path)
W>java -jar appguard-cli-builderjar -i Application.apk -o D:WMobileWApp_appguarded.apk

T + Original APK (path) + Z& AppGuard SEEHI APK (path)
W>java -jar appguard-cli-builderjar
-i D:WMobileWApplication.apk -o D:¥WMobileWoutput#App_appguarded.apk

- #% + Original APK + FBeEX# (BEEi%)
- W>java -jar appguard-cli-builderjar -i Application.apk -p appguard_App.properties

£/ AppGuard Cli Builder @35 EBAAPKERIER , MR BWMAEENHFRIAFBIFR,

ZHEAppGuardiFZ B4 S8R,
#>java -jar appguard-cli-builderjar -i Application.apk -o D:WMobilett (34 #55R)
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1-3-3 AppGuard Log Message

- B(® AppGuard CLI RN TEE.
C:W Java —jar AppGuard_CLl.jar

C:HWINDOWSHsystem32#%cmd.exe - o X

—jar AppGuard_CLI_1.1.0.jar

ath

¢ file.
i Builder w

- AppGuard&ZE KT EERRMER.
INFO - [*] Start AppGuarding
INFO - [-] Success uploaded file.
INFO - [*] Complete AppGuarding!

BN C:HWINDOWSHsystem32%cmd.exe - O X
E Guard_CLI_1.1.0.jar —i
d file.
Guarding!

ard-cli-builder_1.1.0>

- AppGuardERIRAEL :
C:¥ Java —jar AppGuard_CLl.jar -v

C:HWINDOWS#system32%cmd.exe - a X

ol & | P P I G

Al1 rights
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- A AppGuard CLI R ALERE  SEHBERNRERER.
HMNEREERANETFZE TEMEmor Messagezk.
ex) appguard.properties ELiEXHHIZIHH R,

ecute( AppGuardCommandBui I der . jay

1-4 AppGuard CLI Error Log Message
TE6EA AppGuard CLI A HIFRAERME  SHHBAERNETREE. NBLEERTERILREN
¥ (appguard.properties. ) 2 S BB IEH

Log R
Please check build_type in appguard.properties. KIEE build_type HERZ"1"
Please check id or pw in appguard.properties. REBERYE (IDor PW) 8
Please check LicenseKey in appguard.properties. RABEE LicenseKey
Invalid .APK file! please input .APK file. EEM APK MHEHIA , A2 apk”
Please check manager_country in KRIEE manager_country 58 HA=Z korea,
appguard.properties. japan, china #EBF
Invalid file contents. BEMNHER
Unknown error. Server i, FEFM INCA Internet,
Invalid params size Server i, FHEM INCA Internet.

2 AppGuard CLI EC&EX

A AppGuard CLI ThEERT , FERE appguard.properties X4, FHSEUNTHRARHHTRE
(ESKREMEEE , "0"RFK OFF "1"&X ON. )
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2-1 AppGuard Manager info

Option AR Ea ‘
certKey= A AppGuard CLI Certification Key string
manager_country= A AppGuard Manager Server BIZRER string
licenseKey= A\ AppGuard Manager Server License Key string
Module= B AppGuard tEFERRA (ex : 20170102 or 20170315) string

2-2 AppGuard Build Type

21 AppGuard Build Type

) build_type=1 APK Build build_type=2
build_type= ) ) ] Number : 1, 2
AndroidManifest.xml| &2k Unity3D

2% Assembly File BB

2 -3 AppGuard Manager Build Option

Option SREA EZ
jarsign= Jar-sign with Sample certification Key Number : 0, 1

) ) Unity Assembly Encryption (unity_encryption)
unity_encryption= ] )
i ) Loaded Assembly Dumping Protection Number : O, 1
unity_anti_dump= ) ]
(unity_anti_dump)

dex_encryption= DEX Encryption Number : 0, 1

SO Library Encryption
so_enc_list= ex) libtest.so String

ex) libtest.so, libtest1.so

anti_debuging= Sensitive Anti-Debugging Support Number : 0, 1

2 -4 AppGuard Manager Build Option (Customize)

Option ‘ REA E 5
Select main activity class for Appguard Injection )
target_class= ) ) ) o string
ex) com.unity3d.player.UnityPlayerNativaActivity
custom_app_id= Change package name for License Certification string
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Select Launcher Activity Style
0 : Normal (87~ DEX Encryption Loading =)
_ ) ) Number :

dex_launcher_style= 1 : Non-FullScreen (7= DEX Encryption Loading 012

£HE/ F# Status Bar) Y

2 : None (887~ DEX Encryption Loading =)
dex_split= Enable DEX Splitting Number : 0, 1
enable_identify_info= Enable reporting device identification upon detection Number : 0, 1
disable_violation_message= | Disable displaying security violation message Number : O, 1

. Assigning to the specified AppStore-Only )

specified_appstore= string

ex) google. amazon

# fEAppGuard CLIiZE# DEX Shrinking with removing unused classes ZZIhEE.

3 281/

3-1 i@ AppGuard CLI h&EEfE AndroidManifest.xml 2
mEVE—fEApplication 2 B Application# i 7x Z B MarketfV7E , EE S K EMarketE S 1EXAP
K#yPackage NameRy &5

2% AppGuard B9 Application#fMarketf&tiPackage NamehyiE , AppGuard ZZEINEER R
BESHMEIAPK Package Name #IESEIEIR , AppGuardfIAPK Integrity Z2IhAER AZITHIAPK
o MEALEMIER , £ FAAppGuard CLI THEER] LASRIR BL 0] L.

- J¥ appguard.properties EEEX/FHY build_type S EMK build_type =2 ZHEZENE , R
#5F AndroidManifest.xml.,

- WAEEN® appguard.properties FYE %I,

- WEEK AndroidManifestxml BIFE , R, -p"SHBEK. .

- WmEHTRE, ZABEEN AndroidManifestxml 2&WEK AndroidManifestxml.bak. &E4

#1 #9 AndroidManifest.xml.

java —jar AppGuard_CLl.jar —i <in_xml>

3-2 FIA AppGuard CLI B9 Unity3D Assembly X4 EJ/MZLIFiE.
AppGuard BEXI#E Unity3D Assembly . FEIIEFERAPKREBIAssembly3Z 4, =
7= Mono-Developer 4 A RIAssembly 1T 0% 6
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- WRAEE appguard.properties FRENXMHFH build_type EIEXA build_type =2 ZEHAH
55, Assembly3Z 1T INER,

- BBREEN® appguard.properties FYHEfbIEIR,

- BITHOEMNEE, RAEMW Assembly G UA < [RIRIVI A T8 bak >,
FTHERL Assembly 35

java —jar AppGuard_CLl jar -i <in_dll>

3-3{#£H AppGuard CLI EZEZ# Key (Certification Key)

£ AppGuard CLI ThEEZRZ AppGuardlt , FEHE AppGuard Manager Server & A &Y

Certification Key . 7£ AppGuard Manager Server 1Efy CLI BEEEME L ATUEAERL

Certification Key , #17E AppGuard Manager Server £38%8 CLI BEEEHEMGE , 55IRINCA Inter
netB Rz #5 A REX R,

3-3-1AppGuard CLI EEHH

- CLI Certification Key Management
T AAppGuard AF , &4 Certification Key , Certification KeyPB#Rs AT LASE % #1M k.

CLI Certification Key Management

# AP Guard N CLIBR BB T LS EN BB EET R ER. AppGuard CLI Download

- Allow 2 Certification KE.’

List Is Empty

- AppGuard CLI Build List

BB AppGuard CLI ZhEEZR S AppGuardff , TEManager Server b i A] LATER &2 R ML #x.
AppGuard CLI Build List

AL R EEEIBAppGuard CLIZZERI R, Name Rlilﬂ

pr(‘uardlng Options
Name File Name Date Module Down | Delete
DE SE 15 More

List is empty.

3-3-2 EAAppGuard CLIFFE 4 i Certification Key

BB [CLI Certification Key Management -> Register] F£

- EEMEE L&A Name HMAllow IP"& B B4 K Certification Key

- EBIBAERM Certification Key#i AZl CLIFXE (appguard.properties)3Z4& &,
- —MIPLEERE—TAFERER CLIZIEE.

8/10 KOR-01-05-01



"% nProtect AppGuard
'@’ Mobile App Security Solution

INCA Internet Co.,
Ltd.

Certification Key

Mame=
MLl COWRCAAD 3. 1110 4499 " M
G104eeb60b6¢c430a83¢ 11151427100
Al 1P JIUSeeoblboCa30ab3 . Z
| Fhme: |  AAAREASS. A 4L Sa o S A s
830993633a3a4cn3%0accd5e8i2 /15350

< 5 > < BE)E4%Certification Key >
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B INCA INTERNET Game Security Center Feedback
Mail : appguard@inca.co.kr
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Security, For a More Joyful Gameplay.
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