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public class AppGuardClient

public class

AppGuardClient

INCA Internet Co., Ltd.

com.inca.security.AppGuard.AppGuardClient

Class Overview

gEtyoz ofd 2= S Z2 ZE oAt Zol el

savedinstanceState) M E0|M =& & L|CT

ppGuard 22M9| T EE2OZ Security Engine®| A|Z % B2, FX|, XHAIZH S0

QU E|H|E|2| OnCreate(Bundle

public class MainActivity extends Activity {
private AppGuardClient mAppGuardClient = null;

@Override

protected void onCreate(Bundle savedinstanceState) {

mAppGuardClient = new AppGuardClient(this, new MyEventListener());

Summary

AppGuardClient()
AppGuardClient 24X & H435t0 Hot ME|AE A[Z LTt

AppGuardClient(Context context, AppGuardEventListener listener)
AppGuardClient Z4H| & 45t ot MH[AE AR SLCEH

boolean | isInitialized()

2ot MB|29| 27|oht AR E[JTHH trueE SEFLICEH

String | getVersion()

AT 2E0| HEHS SC{FLICL
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void | setConnectionTimeout(int timeout)
YOOIE MH AZAO| Ar8E AHZ timeout 2tE &FELICL
void | setUserld(String userld)
21 Mo 718 ALEAtel IDE 28U Lt
void | setUniqueClientID(String clientld, int retryTimeout)
MH QIE0| AKX AE F|(Key)2 AHEE UniqueClientlD #f2 SSgLICH
void | setCallbackHandler(Handler event, Handler error, Handler detected)
HOF 212 AAI OHIE 3HEHE S2HL|C}
void | setReserved1(int value)
HAE 75 AF8ot=E AEgH
void | setReserved2(final String data)

ISMH e =25 AFYHCL

static | setSecureScreen(Window w)
boolean | 2™ Window Z4X|0f 2t 4K HX|E HdFLLICH
void | setCustomMacroRule(MacroRule macroRule)
ALAEH OI22 BX 20 M2 X A2 48Ut
void | startCustomMacroMode()
HAE U132 BX ZES AIRRLC
void | stopCustomMacroMode()

HAE Az §X 225 SEYHCL

Public Constructors

public AppGuardClient(Context context, AppGuardEventListener listener)

AppGuardClient K& X7|ztstn

2ot ME|AE AlEStE gAY Lt

HOot MH|A & ®XA AndroidManifestxmlO| 27 E AppGuardLicense OE}F Ef 10 EE 0] U

= ZEo 2t YHOIEE F™TLICE O If YHOE MH HAZO| AHEE EtYorz 2 [
ZEZ 5000 MillisecondsZ M™E|0f ROM, setConnectionTimeout() HAMES AE23I0] HZA
g = As Lo

OO|EZL 2EE|H ATIO| HAXH x7|3t A Eob HAALE FALLCH & IE0| O
O|HEE MgXtol & B QIXtQl AppGuardEventlistener ZHA[0f HMEE LICH CHS2 start()
WM Ll = e Fo = OHEE HYLCL

Event O[HIE

ENGINE_START ORI A|RFSHL|C}
ENGINE_INITIALIZED AT X7 E =SS LICH
ENGINE_STOP Aol BXEASLICE
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ENGINE_RESET AZIO] M| A& L CF
UPDATE_START YOO|EE A|ZfELICE
UPDATE_COMPLETE OOIEE &=5IASLIT
UPDATE_DOWNLOAD ACI0|E W CHRZEJF A|ZFEL|CE
UPDATE_DOWNLOADING YHOIE MYS COHREE FLCH
UPDATE_CHECK O O|EZF Hastx| HAtgrL|Ct
UPDATE_FAIL OO EZF HIfSIAELICE
(UPDATE_COMPLETE CH4l MEHE L[C}H)
S2AUTH_CALLBACK MH 215E AlEStRAELICE
Error O|HIE
ERROR_CONNECT_TO_UPDATE_SERVER HO|E MH{Of| AZE = YUSLICH
ERROR_CONNECT_TO_GATEWAY_SERVER AO|EQO] Muof ¢Ag &= gi&LICH
ERROR_DOWNLOAD_UPDATE_FILE YOOlE FE mo| C2EEE HISIASL|CH
ERROR_DOWNLOAD_MODULE_FILE YHO|E Mol LRZEE HIfStRASLICL
ERROR_CONNECT_TO_GATEWAY_SERVER AO|EQO] Mo A &= gi&L|Ct
ERROR_INVALID_UPDATE_DATA_FILE OOlE FE mYU0o| FEGHX| phsLCt
ERROR_KEY_IS_NULL 2to|d A 7] §EI @™EO AKX @ELCH
ERROR_NETWORK_ACTIVATION HEQ Ao ¢1Zde = i&LCh
ERROR_OPEN_REMOTE_UPDATE_FILE YOOIE FE mAO| EXSHA| AL EHE[JASLICH
ERROR_ENGINE_INIT AEF =7|5t0f HofstAELICl
ERROR_MANDATORY_FILES_DOES_NOT_EXIST | E= melo| EX|SIX| L&L|Ch
ERROR_LIBENGINE_FATAL E2ot AT XHHQl @77t LYMSHAUSL|C
x

O[HIEC| 2toh FIHHQl XtAMSH LHE2 SecurityEventType SeAE Fx=gL L.

Parameters

context 0| E2iA7F SAt6l= Context ZHA|

listener HOF MH|A SXF O|HIEE AT Listener 2K
Throws

AppGuardException KEHQ o @ 2&0| LdlstA& LTt

Public Methods

public boolean islnitialized()
HOb MH[AQ| X7|3t7t RRE HOolghL|C

Returns
HOb MH|AQ| 7|37t A2 E|UCHH trueE 2B LI
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public String getVersion()
AT HH LS 2lHeLC

I
o
rx
=t
1A

2|8 £l 22X HEH= “Platform: x.x Build: xxx" HEHC| EXIE ZtS 2|EHT
ol 2 HEE2 Eot #Mo Ze3t ZEO R ZELE o &
ENGINE_INITIALIZED Y= ENGINE_RESET O|HIE Al = S =5}

Returns
d35tH Platform + Build HH™ HEHS| EXE 42 2IHSLCH THeF MIfg FEf

“UnknownYet” &AtE Zf2 2|HTL|C}

public void setUserld(String userld)
21 MHO| 7|52 AHEXIS| IDE HET L CH

Parameters
userld AFEX} ofo|C| 2At+E

public void setUniqueClientID(String clientID, int retryTimeout)
Ml IS0l AFSE AFSXE AlY S MPBLCL U cientDAUS nul2 YT ZL
AppGuard A|ﬁ%0‘" 9|_C'>_|'O:| ?_HE!QE UniqueCIientID7f Xl'%gi g“g%'l_“:f SH%I' AOHgIEl

IDZt2 SecurityEventType.Event.S2AUTH_CALLBACKS 2 22 £ QG LILCE

oy

(F9/1: Y5 HMEE 2017/4/26 2 X} AppGuard 2E2E] staticOf Al non-staticC= H1Z %/
LEL/t})

(FS/2: 18005 BZE2E nullkey ZEE X/ &BFL/C})

Otz siF ID atef ZB= EYLCt

&5 CIOlH Etg 29
UniquelD char(40) SHA1 = 40Xt2 FdE S20|¢E 72 ME &
TimeStamp | char(13) 14Xt2 = 8T UniqueClientlD %4 Al TimeStamp

o

o
L= S20[UERM MEH2l AH0] 4d

AlZte
TimeStamp

LicenseKey | string sie Yol L= AppGuard License Keyzt

Parameters

client/D UniqueClientlD 7| ZBE ZF55t= ¥ MBOAM Yot AFEAL AlH
Z null 248 YT ZBL AppGuardd 2|st0] AtES E IDE MY
g ct.

retryTimeout MHOIZ A Z(retry)E SEY Z[C A|ZHH(EES, 7124

SecurityEventType.S2Auth.S2AUTH_OPTION_DEFAULT_TIMEOUT(= 180))
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MH Q1= TA|E Timeout Zto| AF 7l Zte
092 HE Al MAIEE

Hel= 0 ~ 180(F, AICHZt 180£=3&)0|0,
SHA| tom, 18022 Hd Al dutdo=z 3Z Q0| oF 15| 2IF
A =7t =BEILICY retryTimeoutS 712 HFHE 1802 &&= X2 HEBHLILC
Throws

AppGuardException clientiDQ| T+ ZBIO| F=SHXA| @b&L|CE

public static void setConnectionTimeout(int timeout)
O0|E MH A0 AHEY AHZA timeout 2= HEEL L
Parameters

timeout Timeout #f

public static void setCallbackHandler(Handler event, Handler error, Handler detected)
HOoF 22 £AlE O|HIE SHEHE

£ SEguo
Parameters
event EVENT EtRlo| O|HIEE £=4Ig Handler 24X
error ERROR Etge| O|HIEE =4I Handler Z{|
detected DETECT Ef2| O|HIEE #=4l2 Handler 2K
Zt Handler= 20t AZIO|A O|HIE UM Al Message EtR Q| O[HIE HAIX|E =4ISHA E|O,
siE M e HolH HEO Zeteo

Ae 2l 2|0l Cigit 2L

gc 29 Of Al
Message.what | O|HIE A E Ex) SecurityEventType.Detect. DETECT_RUNNING_BAD_APPLICATION
Message.obj | O|#lE C|O|H =)
siE Arol 2
A2 null 2%

(7L AppGuardClient Z{A &4 Al AppGuardEventListener?f

HandlerS &3l 22 OjAIX|7} FE &/X /=2 = S/

HIEA| AppGuardEventlistener Z£= setCallBackHandler £ &

550/ £o/glef g

BILIEF AFE BIAJOF BILILE)
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public class MainActivity extends Activity {

private Handler event = new Handler() {
@Override
public void handleMessage(Message message) {
switch ( message.what ) {
case SecurityEventType.Event. ENGINE_START:

break;

private Handler error = new Handler() {
@Override
public void handleMessage(Message message) {
switch ( message.what ) {
case SecurityEventType.ErrorERROR_NETWORK_ACTIVATION:

break;

private Handler detected = new Handler() {
@Override
public void handleMessage(Message message) {
switch ( message.what ) {
case SecurityEventType.Detect. DETECT_WEIRD_ROOT_PROCESS:

break;

protected void onCreate(Bundle savedinstanceState) {

mAppGuardClient.setCallbackHandler(event, error, detected);
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public void setReserved1(int value)
FO1Z 2Rt valuegtol 2l X HAHDOO|FE & 7|52 =L CL

n A
’ls ! 1

[ID_MACRO_MONITOR_RESTART | 0x10000000 | 32 EX|E Z7|3}8t0] X A|=gtL|ct sfE &t
£ "Macro Suspisious Behavior Detection”0| EX|
gl Ol ZED|ojofgt SETLICE OHoZ 3fiY

o 1 d

st== AppGuardEventlistenerS A&t SaiA

L &= setCallbackHandler0l S2E& HEZ{0f A
Szt 2ot M Qutof CHH EHX| OHIEE =4
steS &l = SEE|0jof ghuct,

=
IID_PROXY_SETTING_CHECK 0x20000000 | HTTP 4l A| Proxy HostE Ar83st=ZE A% E|0f

UEX 7S =5t 2[ZEGHLL i 7S
2 2EEE 28 7te) Al 12 dME +dEL
Ct. Proxy 2780 =old B2 SE&E HSHE &
StO{ DETECT_PROXY EX| O|HIEE ZHA|ZL|CE
public void setReserved2(final String data)
AMH 21Z (Server-Side Authentication) MHS| FAE HFELICH
setUniqueClientlD HIMEE S E510] MHRASS +&3t7| Hof 3iF HMEES =510 2
52 29T MHo F45 ¥AT + s
Parameters
data 215 MH FA URL (ex: https://c4-auth.appguard.co.kr)

public static int setSecureScreen(Window w)
otH Window MO ot X HX|E L O

FEZ0|E 3.0(Honeycomb) O|&2| HERE X[ dt= 7522 dE5IH trueE, HIfstH
falseE 2|EELICH

Ct

dlo
ro

ety ol A8 o E 2L

= =

protected void onCreate(Bundle savedInstanceState) {

AppGuardClient.setSecureScreen(getWindow());

}

Parameters

w oM HXME HEY Window Z4H|
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public void setCustomMacroRule(MacroRule macroRule)
HAH A2 X 220 BX &8 ddgLt

2 Default OjAZ EfX| ZEQ EUSH FAIO

Custom Oj3Z2 EX| ZEE 7|EXC =
EE AM23l0 Default ZEQF= CH2 EHX| 7S XHEE 4

2EE0ACH, siF oA
A& L

Default I3 2 ZEQ} Custom Oj32 ZEE= EX| O|HEEZ HEZ XNI|SIX| ASO=Z
start/stopCustomMacroMode() HIMEE ALE30] O D132 EX| ZEZE ALY A2
X X|gsfof gLct.

Parameters
macroRule o322 EA

public void startCustomMacroMode()
HAH 32 EBX| ZREE A[Z gLt

Custom OHAZ EX| BEJ} A|ZEH setCustomMacroRule() HINEZ X|™HE=l S0
mat 3z ©XE fAeLCt sy ZEZ % Al Default A2 EX| ZEE FE

SHA| EsHCh

CtAl Default OHA 2 E©X| ZEZ &2 A|7|7] A= stopCustomMacroMode()E =
E5t0joF gLt

public void stopCustomMacroMode()
A8 A2 X ZEE TE gLCL

23Z=Ol Custom O§AZ EIX| ZEE ZE8}1 Default AR EX| ZEE MabstL|Ct,
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public interface AppGuardEventListener

public interface

AppGuardEventListener

com.inca.security.AppGuard.AppGuardEventListener

Class Overview

2O MH[A QITIO] S OMIES MY & A= A of 2ot AHHO|A K| LT AppGuardCient
H

Zea= WX (Constructon)Of ST IEIHO|A Ho| HHME F HW QX=ZE =ASHAH =[O{_ASLICEH
iy QlEHO|AE S O|HI E(onEvent), 25 O|HIE (onError), B X| Ol E (onDetected)| 370 F4& O
MEEZ H3E2Z 0| 2AHHO|AE 4&5t0] AHE OHE 2(AlH HNE ¢ 37 HMEE FHSHOF
gLt 2ot RE2 Z1Zto| O[HMIETL Llle AR ALEXIIL 7ot OHMIE 2[Al{ X0 O[HEE T
et ot

(79 AppGuardC//ént AH Y& Al AppGuardEventlistenerE &% 2, setCallbackHandlerE & f
HandlerE 77} &% ol 27 HAIX/7f FE £ & + et/
BIEA/ AppGuardEvem‘L/sz‘ener L= setCallBackHandler & & SFLIEF AFE SfAJOF EILICH)

e AEHHO|AE AFESIH K E F5tE Ol CfSat 25 LI

class MyEventListener implements AppGuardEventListener {
@Override
public void onEvent(int code, byte[] data) {
switch ( code ) {
case SecurityEventType.Event. ENGINE_START:

}
@OQOverride

public void onError(int code, byte[] data) {
switch ( code) {
case SecurityEventType.Error. ERROR_NETWORK_ACTIVATION:

!
@Override

11/ 58 KOR-01-05-01 nProtect AppGuard for
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public void onDetected(int code, byte[] data) {

switch ( code ) {
case SecurityEventType.Detect. DETECT_WEIRD_ROOT_PROCESS:

}

}

Summary

abstract void | onEvent(int event, byte[] data)

Hot REol % OMIES #4E Fo HAMEYLIC

I

abstract void | onError(int error, byte[] data)

Hot BE0| 2F OHMES 4™ ¢ HMEYLCH

abstract void | onDetected(int identity, byte[] data)

2ot BE0| g OHMES 4™ ¢ HMEYLCH

Public Methods

public abstract void onEvent(int event, byte[] data)

Hot 2E9| % OHMIES #4g Fd HAMEYLIC

Z
H.

XH

-

ojHIE
sof A

AlEH
=

1>

% 3

|17}

[N

o
—_

© o
rE 42
okl M
4% mot
B >
e o

rir
o >

7t

d
o

r

L tCH™ data

rr
-

O£ =0, SecurityEventType.Event. ENGINE START 2t F7HMQl 4 HIO|E(Bytes) Xl HH
20| data H=0f ©EELICH

Parameters
event Xk O|HIES| BE 7}
data Sx ojWlEol It ol Hlo|E gt

public abstract void onError(int error, byte[] data)

HOt 2E9| 2R OHMIES #4E F HAEYLIC

OF OMES MUY 4 Ut MY BE HS eror HHE So0f MIE|D, BHOF B
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OMEO MIEl= F=7tHQ HO|E{7t ZXettH data H4+5 Sot0f M ELICH

Parameters
event QT OHIESl RE F}
data RF OHMIES| FIJ1HQl HO|E gt

public abstract void onDetected(int identity, byte[] data)

Hot REo| HX| OMES 4y o HMEQLCH

EtX| O|HIEE AT £ Qe MY AL g2 identity HLE Sot0] MM, 2HeF o
OHMIEO M3Ekl= F=7t&Ql HO|EH 7t EXHSICHH data B+E S5t ™EELICH
2016/11/25 Platform:8.2 Build:6d.33.169 (1f.28) O|4& £ H identityZf2 T O|HIEO| Q|
AEfQl Terminated/Reported t2 ZEUSIEE HAZ|ASLICH

identity?2t < 0, & 25 42 reportedE 2|0|fLILCE
Identityzt > 0, & ¥+ ZP terminatedE 2|0 L|CH.

=0 Optimized DEX Integrity?| &% 7|2X2 =2 AEZCORZ identity: 4 &2 7HX|H,

=
=
oF reported2 EX|E A% 4210 MFE|L, teminated2 B X|E 42 4 gfo] MEELICL

ox
g o

OS2 SDKE AFEst0] MAIX| 282 HAEDO|Het B2 identity 250 S+¢
2:

=i
[
B EHS Moot &2 2T otHo T2 HAIXE EHots A0| HEEEL

-
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public class SecurityEventParser

public class

SecurityEventParser

com.inca.security.Common.SecurityEventParser

Class Overview

2ot MH|A ATIOM =4 >2 Callback0 ZetE HO|E LS T (Parsing)ot?| ¢I5H0]

static | getlnstance()

SecurityEventParser |  SecurityEventParser Z4X|E 2| EHEL|C}

Object[] | parse(int type, int code, byte[] data)
HOIHE mHd5to] Object]] FEHS| Zut 2tE 2[EHE LT

Public Methods

public static void getinstance()
Olole mAo| AM2E SecurityEventParser K|S 2| ETfLICE,

Returns

MBS H SecurityEventParser Z4H|E 2| EEtL|Ct

public Object[] parse(int type, int code, byte[] data)
HIO|E HEfQ| CIO|EE Lhst0| Object] HEHS| ZAut ¢S 2lHELICH

Parameters

type CallbackOll A s=4IEl O|HE EFQ] gf

code CallbackOf| A ==4lEl O|HIE BE Zf

data CallbackOf| A ==41El O|HIE C|O|Ef £t
Returns

dS5HEH THAEl Object(] EFR2l M E 2[EHSt, HIiSHH nullS 2| EH ST

14/ 58 KOR-01-05-01 nProtect AppGuard for
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public class

SecurityEventType.Event

INCA Internet Co., Ltd.

com.inca.security.Common.SecurityEventType.Event

Class Overview

SEF O|HIES| AH Zro| AAX SejA L Lt
Summary
int | ENGINE_START ARIZ A|ZFSL|CE
int | ENGINE_INITIALIZED AR E7[2HE tESIASLHICE
int | ENGINE_STOP AZEIO] ZX| | A& LICH
int | ENGINE_RESET AZIO| 2| A& LT
int | UPDATE_START HO|EE A|&FghL|Ch
int | UPDATE_COMPLETE UHO|IEE 2t=StYUSL|C
int | UPDATE_DOWNLOAD QHO|E ImY CIRZEJF AIRFEIL|CH
int | UPDATE_DOWNLOADING HOIE MYS CIREE FYULICL
int | UPDATE_CHECK AHO|EZ} EXHSI=X| HAFZLICE
int | UPDATE_FAIL AO|O|EZF MR &L T
Int | S2AUTH_CALLBACK MH QTS AZSFELICEH
Fields
public static final int ENGINE_START
2Ot X X7|3HE A|ZSICH= OfH L|CF.
AppGuardEventListener:onEvent)E &5t0 s OHIE =41 Al 7} HO[HZ HH FHE

A
e s

(int & HIOE)E L Cf.

Ctg2 =7t HOIHE Thddt= GAIE ELCH

Object[] ver = SecurityEventParser.get/nstance().parse(

data);

SecurityEventType. EVENT,
SecurityEventType.Event. ENG/INE_START,

15 /58
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Constant Value : 0 (0x00000000)

public static final int ENGINE_INITIALIZED
HOt ATl XR7|5tE tESIRUCHE O|HEYL|CE

BTt O|HIE= X7} HO|EHE 28K L2L|CH

(k=]

Constant Value : 1 (0x00000001)

public static final int ENGINE_STOP
2oF ATo| HA| =[ACt= O|HE U L|CE

i O|HE= F7t HIOIHE MSSHA| RELIC

Constant Value : 2 (0x00000002)

public static final int ENGINE_RESET

HOot QlxIo 2|l E|QUCt= O|HEJLICE (SHY O|HE = Platform:8.2 Build:71.37.16e (20.2d)
=]

E =
M O|28EH F7ik| OHERZ utqoz Xjadl Al ZULICEH)

e OMIE= F7t HO|HE MSo L ct.

|-|Lot:!

Constant Value : 3 (0x00000003)

public static final int UPDATE_START
YOO|E ATIS AZSIRASES 2lO|gtL Tt

MO =
SiE O|HE= =7t LIOIHE MISHA| @ELIC

Constant Value : 5 (0x00000005)

public static final int UPDATE_COMPLETE

YHOIEY} 2AREASS 2/0[5t= O|HMEQL|CE
22 HOIEZ} TE0of R2EEUL, £ X 2ZO| o] X4 HEZ FX &[0

HIE= F7t HIOIHE A

OH

SHA| E& UL,

[ko=]
Constant Value : 6 (0x00000006)

16 / 58 KOR-01-05-01 nProtect AppGuard for
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ublic static final int UPDATE_DOWNLOAD
YOO|E mUO| =Xt YH|O|E CHREEQ| A[AZ 2olO|gtL|Ct

AppGuardEventListener::onEvent()

£ Sot0f 3T O|HE 4l Al =7} HO[HZ YHOIE
S oAU =(nt ¥ HOIE)E WY

gL O
Constant Value : 7 (0x00000007)

public static final int UPDATE_DOWNLOADING

YHO|E MAS CH2RE 1 ASS 2/0[5ts o|HEY LD

AppGuardEventListener::onEvent() S F7t HO|HE CHREE

= S5t iy O[HIE =4
% (Percentage) S 2 & #r&L|Ct s

| Al
U2 1%2E 100%7H K| Z7tetL|Ct.

HA

Chte2 7t HOIHE Lhdst= OAIE 2L

Object[] percent= SecurityEventParser.getinstance().parse(
SecurityEventType. EVENT,
SecurityEventType.Event. UPDATE DOWNLOADING,

data);

Constant Value : 8 (0x00000008)

public static final int UPDATE_CHECK
OO|E mUOo| EXYSIY YHO|E CHREEQ| AlZtE o|O|gtL|Ct.

i O|HIEL= 7} HO|EHE MIBHX| L&L|CH

o —
Constant Value : 9 (0x00000009)
public static final int UPDATE_FAIL

YHOIEZ} HIStAZS QDI UL oY OIHE 2 Al 2R (Error

20 O|lRfE 2IZE gHCt

Constant Value : 10 (0xO000000A)
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public static final int S2AUTH_CALLBACK
U7tE 50| MY 2F5S A=otRitts AS Q0L 3 OHEZ ASAMHO| T
MHQIE 2F9 JEIE d3/MAl=/dmz &olg = AU
gEtfoz g O|HE 4 Al & MH

= 0l
OF MHE 2HSE AIMOR AIBE + YsLith

—

ofm
Of
i
o
on
il
u
o
re
im
2
=
rot
ro
ol
i

k=3
=

Object[] result = SecurityEventParser.getinstance().parse(
SecurityEventType. EVENT,
SecurityEventType.Event. SPAUTH_CALLBACK;

data);
int status = result [0];

String uniqueClientID = result [1];

2|H = Object[] EtY #f2 index 02| Z<(0l- ver[0]) Interger W22 Ofzfet Z2 MENLE
Zototn A&

SecurityEventType.S2Auth 22HA0| Field & StLE MY ZELICH

int | S2AUTH_RESULT_SUCCESS AISMHO AMHOIEZ 282 HIYSLILCL oie HHY E2
FIMH o2 Q10| AP El Unitque Client IDE(0| XIS E LICt.

int | S2AUTH_RESULT_RETRY S A0 H&0| HEStA| op YA =TLICH

int | S2AUTH_RESULT FAIL AISMHO MHOIEZ X2 AHuistS &Lt

2| = Object]] EtY 2f2 index 12| Z2(0l- ver[1]) String W2E AMH QIF0| ALEE

Unique Client ID 2t2 2|EgL|Ct Btef AppGuardClient.setUniqueClientiD()2| R QX2

nullg X|ESHGICHH oS 2|EHAUS AFESH0 QS0 AFEE D2 2T = JASHCH

Q| index 12| ZtE S2AUTH_RESULT SUCCESS AEfY myot 2| & &l L|Ct,

LI K| MEfC| B emptydt=2 2[HEL|CE

Constant ValueOf| 2ot F71H Q1 XtA|gH LH&2 SecurityEventType.S2Auth S2iAE &AL

C}.
Constant Value : 20 (0x00000014)
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Public class SecurityEventType.Error

Public class

SecurityEventType.Error

INCA Internet Co., Ltd.

com.inca.security.Common.SecurityEventType.Error

Class Overview

2F OfiES] ME o] EAHX SeHAYLC

Summary

int | ERROR_NOTHING RFRIL YMSIX| AUSLICEH
int | ERROR_CONNET_TO_UPDATE_SERVER AHOIE MHO| AT &= U&LICH
Yol CHREEE AUt S

int | ERROR_DOWNLOAD_UPDATE_FILE

ZHolE = nte

Ct.

int | ERROR_DOWNLOAD_MODULE_FILE

YCIO|E melof CLI22ES 2IiotAS LI

int | ERROR_CONNECT_TO_GATEWAY_SERVER

int | ERROR_KEY_IS_NULL

gtojd A 7| I 4

int | ERROR_NETWORK_ACTIVATION

~
o
HETO) HZE + gLck

int | ERROR_OPEN_REMOTE_UPDATE_FILE

YCIOlE JE YO0l EXHSHA| EALE &5

int | ERROR_ENGINE_INIT

AT 7|10 HIHSHAS LIC.
o

int | ERROR_MANDATORY_FILE_DOES_NOT_EXIST = OO0l EXWSHK|] ASL|CH
int | ERROR_LIBENGINE_FATAL HOb ATOAM XYHQI 22T LS HS LT
Fields
public static final int ERROR_NOTHING
REIL HMSHX| UQUYLCH= 2[0[2| O|HIE QL|C,
it O|HE = F=Jt HO|HE N3SotA| L&LICt
Constant Value : 0 (0x00000000)
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public static final int ERROR_CONNET_TO_UPDATE_SERVER

YHOIE Muof dZAY £ YSS 2[0[St= O|HELCE

UHOR YEST AZO| b5 SHALL YHOIE MBI7H SHOIX 22 FS
waBHL Cf.
S5 OJMEL %7t GlOIEIS HIBSIA R LC

Constant Value : 1 (0x00000001)

public static final int ERROR_DOWNLOAD_UPDATE_FILE

YOIO|E FE ool O22ES ZIstASZS 2l0|st= O|HEYLILY.

2etdoz HEQZ AZ HE7 S2tEE O UL

Y 2F OHES 430 oE2AH 02 ¢ &d & & el 2ZH MY/
Ae 2ot Z50| SN2 Hot MHAS AALCH T, 2Hef i ofE2|#H0]d0] MH
215 7150 HEEO UCHH MHO|A 3T SEI0|AESl HTHO| F2oA| pCh= O|RE
AZE Mas B0 HE AYLIC

Sl OHMIE= =7t HO|HE HMISHA| & LIL.

Constant Value : 2 (0x00000002)

public static final int ERROR_DOWNLOAD_MODULE_FILE

YOIO|E melof LI22EE 2MisIASS 2l0/ot= OfH

[m
o

LT,

detqoz HEQI AZ HE7 2ot8Y o EELCH

2F OHIEES 43I0 oE2|A 02 ¢ &d & & U2l 2ZH MY/
Of Xz Hot MHAE AL B, 2Hef ofE ofZ2[AH 0|80 M

HL
= or 2 du
ko

MR ro (0 &
Y oM rr on
N

E10 UACHH MHOA 3l SEto|fESl HHO| 72X ML= O|RE
L

é

mjo

O

2 op
E

11153

M

mo

el
ol
o
&
[m
rr
%
N
fin}
o
m
M
=
oK
Ok
Pal
62
S
-
il

Constant Value : 3 (0x00000003)

public static final int ERROR_CONNECT TO_GATEWAY_SERVER
AOIESQO]l ME{0] HZ2 AuistRSS 2lo|gtL|Ct,

UHOoR YEI 9Z0| 275 ALY, HOIE0| MMt SRR Be HP wa

|CF

-

Constant Value : 4 (0x00000004)
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public static final int ERROR_KEY_IS_NULL
efo|MdA 7| FHEI R0 UK ESS 2|0|st= O|HERL|C)

r|r
el
H
L]
Al
2

AppGuardg€ 8% M2 AndroidManifestxml2| <meta-data> Ef1E A}

HME F0f Al 2RE 2to|dA 7|15 SESHOF gLCE 2tef siT 7| FE7F EXHSHA|

Y 2F OHMIETL Wit Eot 20| A 7|7 S22 2850 UAX| o,
m]

o2 HoEM HE U YU O|EZ TAHLX| HSLIC

e;
2

|'r|

ox &9 oho
|0
rg

0z
Bl

e O|HE= F7t LIOIHE MSSHA| RELIC

(=]

Constant Value : 5 (0x00000005)

public static final int ERROR_NETWORK_ACTIVATION
HEHAIO A2 =+ f&S 20/

=22 T HAOo=2

siE OMIEE 7t HOIEIE HS3IA| &&Lct
Constant Value : 6 (0x00000006)

public static final int ERROR_OPEN_REMOTE_UPDATE_FILE
YOHO|E EE meo| EXWSHA| RALE =4EYSS 20| Ct.

A0 =2 —

Sch O|HIES X7} HO|EE HZ8FX| LaL|Ct

=]

Constant Value : 7 (0x00000007)

public static final int ERROR_ENGINE_INIT
Hot MH| & A =7|stof HIioh s LT
ig O|IEE 7t HOIHE MSoHX| &L L

Constant Value : 8 (0x00000008)

public static final int ERROR_MANDATORY_FILE_DOES_NOT_EXIST
240 Zaot d TtU0| EXSHX| &L L.
g OIiEE F7t CIO[E{E MSoHA| FsLth

[Eol=]

Constant Value : 9 (0x00000009)

public static final int ERROR_LIBENGINE_FATAL
HOH AT 2 F0| BT 4 gl ATXQ QFIF WMSHO] O 0|4 HOt AHAZ X

= T HA = .
Y O|MIEE =4eh 42 O{EE2AH0|E2 BEA| SEE[O{OF LTt
i O|MIE= 7t HIO|EE MSSHX| & LICH
Constant Value : 9999 (0x0000270F)
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public class SecurityEventType.Detect

public class

SecurityEventType.Detect

com.inca.security.Common.SecurityEventType.Detect

Class Overview

Bl O|#ES] A& gto] EAHX SHAYLICH

BHXl OMIE= IA F 749 MEZ LIF0{H UASL|CH OHIE JE 1 ~ 317HX[Q] & 7HX|= O
= Critical Level Detection O|HIEZ HIEA| diF O|MIES +4I5t= O{F2|70|d0] dHS HX

T2 JHEZE Bo= A2 AYSH= OMEYLICH 25 YHOO|EO we HXY siE SAX0| EX5tH
X s 2O 7150] FIHE £ qon 0] B2 SecurityEventType:IsCriticalLevelDectection(int code) Of|
ME

£ AM83tol FEg & AsUCh

Ir
o

OHIE AL 32 ~ G27HX|2 7*% N

| |l E+= Warning Level Detection O|HIEZ Z=2E £ USL}
oo mal o THS MElS

A Al O|HES ofOjghLLt.

A
T A

m
e r
gm

Summary

int | DETECT_NOTHING HOob 28t EX|7F LASHK| AUSLICH

int | DETECT_WEIRD_ROOT_PROCESS FE A2 JHX1 U= H[HE ZE M7t
A E /AL

int | DETECT_INVALID_APK_SIGN APK I |2SHX| $20| BX| EJASLCH

int | DETECT_INVALID_ODEX_FILE Al mtelol ODEX Lo =7t
X EAEHCH

int | DETECT_INVALID_CORE_SYSTEM_LIBRARY | 7|& A|AE 2to|Eg{g] mYol H=ExT}
A E /AL

int | DETECT_INVALID_APPLIB_LIBRARY ofZz|Ao|Mo Z=&E HOlE|E 2lo|E2z2]
ool FESHK| &L

int | DETECT_INVALID_SECURITY_ENGINE Hot AT mAo| FRSHA| &L T

int | DETECT_DEBUGGING ClHZ Al=2F X E AL

int | DETECT_MEMORY_TAMPERING B H9] MOl FHo| oot HTF X2
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int | DETECT_INVALID_FRAMEWORK_FILES

int | DETECT_INVALID_LICENSE_USES

O
HX Y2 2OIMA HHMS lurelol AHZEHO

int | DETECT_INVALID_UNITY_ASSEMBLY

ZLEE UNITY Ofdlge| oo
HAIL BHX| Z| &S LICE

int | DETECT_MEMORY_SCANNING

L, 21F 20| Ao HEZ FHs 2Ust=

WAt BX| E|JASL T

int | DETECT_INVALID_SYSTEMAPP_FILES HaHQl AA"> H(App) THYQ| =40| X £}
SLC dutoz A3 4 2 34 718 &
AAE HAapp)el M8 ZEE HXSHs Aol

I

int | DETECT_RUNNING_BAD_APPLICATION

o
=
3 = (Hacktool) {Z2|#H0|M0] XSO A0l

BA EASLHCH

int | DETECT_NATIVE_DEBUGGING

AppGuard MH F& Al MITM 3240| EX| E}
LT

int | DETECT_MEMORY_DUMPING

o=z g8 A7 Al EASLIC

int | DETECT_RUNNING_BAD_PROCESS

S E(Hacktool) O{Z2|AHO0|M0| AHKE ZZMATL
Siff HZ2lo 2EE0 US0| EHX| T ASLICH

Int | DETECT_SPEEDHACK

A AlZHTime)/% = (Speed) HZ 3|7t
A E AL

Int | DETECT_MACRO_SUSPICIOUS

a2 S5 oy BT BAl =S

Fields (Warning Level Detection)

int | DETECT_EMULATOR

S H #=H

riot

ol 2208 =238 HE0IA 2

2Ol Al E[ASLIC

int | DETECT_INSTALLED_BAD_APPLICATION

3 E (Hacktool) O{Z2|#|0|M0| MX|E|0] RUE0]
EFX| Q& L|Ct.

int | DETECT_ROOTING_ENVIRONMENT

int | DETECT_CUSTOMROM

KoM ol EO| BX| ZASLIC
AlBH EIQ |

Xt
(=}
HAEE th|01|/\1 E'%” =0| X EfSLCh

int | DETECT_USBDEBUGGING_FLAG

Al = AS LI

int | DETECT_INVALID_LOCAL_HASH

YCIO|E melo] £E0| Al ZASHC

— O O

int | DETECT_PROXY

Z2A NHE Ar8ot== SFE0l S0 =X
sl Qi L C
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Fields

public static final int DETECT_NOTHING

HOt Qg0 EX| Z|X| $USS 2[0|5t= O|HEYL|C
Constant Value : 0 (0x00000000)

public static final int DETECT_WEIRD_ROOT_PROCESS

FE JHotg 7K1 Us FHFO|X| Qictn TEhE|lE = MATF BX|EAS S 20| L o
Constant Value : 1 (0x00000001)

public static final int DETECT_INVALID_APK_SIGN

APK It F=otX| H50| Xl &AFLICH

Yt o= APK IFYO| 2|Tf7|H E[RAHLE AppGuard Manager WebAHE &3t E 0 A FO|

ke
Elof UK e PP EP wMT & 9Urt

_-—

Constant Value : 3 (0x00000003)

public static final int DETECT_INVALID_ODEX_FILE

2 o2l ODEX mHe| BxJt XA HASLIC

Constant Value : 4 (0x00000004)

public static final int DETECT_INVALID_CORE_SYSTEM_LIBRARY
7|2 AA® 2tolEe{2| Thol MEIF HX| RS

Constant Value : 6 (0x00000006)

public static final int DETECT_INVALID_APPLIB_LIBRARY
ol=2|A0| 0 Z3E HO[E[E 2to|=2e{2| TtUO| R=SHA| B&H T

Constant Value : 9 (0x00000009)

public static final int DETECT_INVALID_SECURITY_ENGINE
2ot AT ool F=otA| fELICh
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Constant Value : 10 (0x0000000a)

public static final int DETECT_DEBUGGING
CIHE Al=2F BAl ZIIES 2|0 L .

CIHZ Aol BX= g 22 2 Ald & otLtz #5500 5t OfE2|# 0|82
EAl OfE2|A0|ES ZXH T2 HEH=Z RZHO0F SfLICE THeF 2oF HAF FI0M 238 =
ash= B Al=7F EAEE ZRNH2z o S2AH0dE & AU

Ht

ol

O|IEE F7t HIO|HE MS5tX| @&t

_—

OF

H
Constant Value : 11 (0x0000000b)

public static final int DETECT_MEMORY_TAMPERING
B3 H(Securelnteger S22 QIAEHA)O| HO|E FIHo| CHet =HEAAL HOH H
Aol CHot 22| AASl =HO| EHXEASS °|DI°.=.“—IEL

Constant Value : 12 (0x0000000c)

public static final int DETECT_INVALID_FRAMEWORK _FILES
AAJOl Ze|ela Mol HEF gA| EASH L

Constant Value : 13 (0x0000000d)

public static final int DETECT_INVALID_LICENSE_USES
Xl ¥E 2tojdA FHMS Etoty ALEE O] EA|E AS LI

Constant Value : 14 (0x0000000e)

public static final int DETECT_INVALID_UNITY_ASSEMBLY
HE2of 2EE UNITY OS2 THEo| HE7F §A| &AL

Constant Value : 17 (0x00000011)

public static final int DETECT_MEMORY_SCANNING
. F 250 ol Hze| SFS AMSt= W7t BX| E|JAS L CH

Constant Value : 18 (0x00000012)

public static final int DETECT_INVALID_SYSTEMAPP_FILES
TR0l A|AHE OH(App oteo| A0 EfX| E|QUSL|CH YUMoz AZ ZAX 3 24
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Tl B ALY YApp)o M ACS BZSHE WAO 3L YL

Constant Value : 20 (0x00000014)
public static final int DETECT_RUNNING_BAD_APPLICATION
S = (Hacktool) O{Z2|#A|0|MH0] sZ=0| US0| X ZASL|CH

Che&2 =7F HIOIHE Thddts GAIE 2L

Object[] result = SecurityEventParser.getinstance().parse(
SecurityEventType. DETECT
SecurityEventType.Event. DETECT RUNNING_BAD_PROCESS,
data);

for (inti = 0; | < resultlength; i++ ) {

Log.e("debug”, (String)result[i]);

Constant Value : 21 (0x00000015)

public static final int DETECT_NATIVE_DEBUGGING
AppGuard 28 & AppGuard MH F= Al MITM(SUHAHS A)0| B X| = A S LT

Constant Value : 22 (0x00000016)

public static final int DETECT_MEMORY_DUMPING
o Z(Hacktool) O{Z2[70[H0] HE2|0| © St= A7t ©A| EJASHC

Constant Value : 23 (0x00000017)

public static final int DETECT_RUNNING_BAD_PROCESS
i E(Hacktool) O{ZZ|AHO|M0| AKE ZEMAZE AHXY HZ22(o 2EEXO JAIZ0| B E
ALt
Constant Value : 25 (0x00000019)

public static final int DETECT_MACRO_SUSPICIOUS
otH HA| O|HE X0 032 &=z opkls FAL= TEHE[0] JAZ0| X EUS
L|Ct.

Constant Value : 28 (0x0000001C)

public static final int DETECT_EMULATOR
O Z22|0|E 28 & H EEHQ 2HFo|M 4 Eo| BX| ZA&LCH
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Constant Value : 32 (0x00000020)

public static final int DETECT_INSTALLED_BAD_APPLICATION

o = (Hacktool) O{Z2|AH0|MH0] X £ SEHSFO| AS0| BX| EZ[YSLLC
Constant Value : 33 (0x00000021)

public static final int DETECT_ROOTING_ENVIRONMENT
FEE Ao 2 Eol XA AL

Constant Value : 34 (0x00000022)

public static final int DETECT_SPEEDHACK
W AlZt H=(Speed) HZ M7} EFX| E|RAESLICE

Constant Value : 35 (0x00000023)

public static final int DETECT_CUSTOMROM
HAEHE X0 £ 2Ol Al =ASLC

Constant Value : 37 (0x00000025)

public static final int DETECT_USBDEBUGGING_FLAG
HAEE FKAOM M EO| BX| E[ASLCh

Constant Value : 38 (0x00000026)

public static final int DETECT_INVALID_LOCAL_HASH
OO0 E IOl &4 EOo| FAl ZASLICH

Constant Value : 39 (0x00000027)

public static final int DETECT_PROXY
ZEA MHE AESIEE A0 /US0| BX| EJASLCH

Constant Value : 41 (0x00000029)
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public class SecurityEventType.S2Auth

public class

SecurityEventType.S2Auth

com.inca.security.Common.SecurityEventType.S2Auth

Class Overview

ME QIS O|HIE AFgro] EAHXA AL

——|

Fields

public static final int S2AUTH_RESULT_SUCCESS
HotRE0| MHRASS U ASMHO| Al=3h 2
L|ct.

o
fo
oxt
o

X
OH

o
il
mjo
19
a
Ot
rr
o
e
[m

o

Constant Value : 1 (0x0000001)

public static final int S2AUTH_RESULT_RETRY
HotRE0| MHQASS 2ol ASAHO| Al=st AT Y0 TASYS 20jot= O[HEY
=]
=

LICt ST O|MIEE= HESAIL 2QPESIAHLE IS Ml Foj ZHdA
Constant Value : 2 (0x0000002)

public static final int S2AUTH_RESULT_FAIL
HOtEF0| MHASE 2l ASMHO A=t AT 20| HifHSS 2l0|sts O|HEY
L|Ct.

Constant Value : 3 (0x0000003)
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public class MacroRule

public class

MacroRule

com.inca.security.Macro.MacroRule

Class Overview

HAAH Az X s 28ots SAH2YLCH

O3 2 EX| REE= Default®t Custom ZE7F EXSIH ¥ AZF Al 7|EMOZ2 Custom EE Default
|

O
Zcot st Moz AFELLL
J8oz H3BElE& Default *0| EventRepeat, EventTime, EventDensity?7t ZM3te|fn groF HAH
Oj220] EventTime EEDH ALESIOX BHCHH EventRepeatdt EventDensity2| Enable2 FA|H2 =

OFF &}0fOFgtL|Ct.

Summary

Public Methods
void | setRepeatEnable(boolean enable)

EventRepeat EfX| 7|5& &d=t 05 FHLICL

void | setRepeatCount(int count)
EventRepeat EA| 7|52 A ¢l Bt=E Tl 7|& FIREQS 2EeL Lt

void | setEventTimeEnable(boolean enable)
EventTime EX| 7|52 &d3t 0|85 28T
void | setEventTimeSamplingCount(int count)

EventTime EfX| 7|52 A2l AlZtgL ALt CH4O|E O|HE HEY FIREZS dFL UL

void | setEventTimeThresholdRange(int minTime, int maxTime)
EventTime EfX| 7|59| A9l MZ2lg o|#lEC| A O[HIE A|Zt

—_ —

10
e
=
>t
EH
mjo
nx
ox

o
I~
|

void | setDensityEnable(boolean enable)
EventDensity BX| 7|52 &d3 R E SELLCL

void | setDenstityRatio(int value)

EventDensity BX| 7|52 #&Ql O|HE LHE 7|EUS SFLUCL
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Public Methods

public void setRepeatEnable(boolean enable)
EventRepeat BX| 7|5& &d3 OfE 2L
Parameters

enable

ftgt

M3t 82 true/false) / default : true

public void setRepeatCount(int count)

EventRepeat BA| 7|52 A ¢l gtg DEHO| 7|& 7IRE{E 2EYLICL

1o
—

z
o
o
C
=}
Z
J
==
10
=l
==
rm
o
A%
>
2
o
=
e
m
Ral
n

= O
UAs 8% 2 2 ts80| oL Lt

Parameters

count 5 I 7|F 7FR2E4r / default : 32

public void setEventTimeEnable(boolean enable)
EventTime EX| 7|52 242t {2 E AFLLICL
Parameters

P o Q272 (true/false) / default : true

ot

enable

Il

public void setEventTimeSamplingCount (int count)
EventTime EX| 7|52 &2 B O[HIE A|Ztgt AL0] AL8Y %4 OHIE MET 7IRE

=
° L
w2 ™oL

Gof SIS 1202 XIWT FR OMET} A4 12014 +7
QELICh BoF Aol SAo met BfX| wo| He
=]

A
=
8% 20| 4 7t5980| FOotELCE

Ral
rg
o
ol
SN
mjo
P
oz
Of
2
k]
OF
=
i
-0
C

o

Parameters

count O|HIE MZEal FI2E 4t / default: 12

o
K
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public void setEventTimeThresholdRange(int minTime, int maxTime)
EventTime BX| 7|52 32 HEZE O|HES Ex O[HE AlZte| YAXZS 2L
ct.

Parameters
minTime HEY 8eIZ ook X4 AlZt ZHEEIMZTE) / default 0
maxTime HIEY HRIZ EHEHeh ZCHAIZH ZH(RE[MZE) / default 8
public void setDensityEnable(boolean enable)
EventDensity B X| 7|52 &3t OEE &P Lt
Parameters
enable =283 7

public void setDenstityRatio(int value)

EventDensity EHX| 7|s2| #%|Ql O|HE ZZ

S valueZt 10f 747t

= 4% Y ofIEY EF XEE S UCh= 2|0|0|H
StCH2 10000 Z7t7tE d20|l= OHME Xtm7| HedS 7HEICH= 20| YL Lt
Parameters
count OHE LT 7|Fgt / default: 5
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public interface SecureObjectFactory

public interface

SecureObjectFactory

com.inca.security.AppGuard.SecureObjectFactory

Class Overview

HOt 7|5 AME ‘d-d35t= ObjectFactory 22 LICE,
Summary
abstract | newlnstanceOfSecurelnteger()
Securelnteger Securelnteger 22t M| E 443510 2[ESLCt
abstract | newlnstanceOfSecurelnteger(int val)
Securelnteger | Securelnteger EOt KNS W5t HEE U2 X7\t 2[HEL T
abstract | newlnstanceOfSecureLong()
SecurelLong SecureLlong 2ot K E M5 2| HELICE
abstract | newlnstanceOfSecureLong(long val)
Securelong Securelong EOt KN E Mgt HEE 22 X7|stn 2[EHE L O
abstract | newlnstanceOfSecureBytes()
SecureBytes SecureBytes HOt K|S M5 2| HEL T}
abstract | newlnstanceOfSecureBytes(byte[] data)
SecureBytes SecureBytes HOt K|S W5t HEE ULE X7|94stn 2L CH

Public Methods

public abstract Securelnteger newlnstanceOfSecurelnteger()

Securelnteger 22t KNS M-dst0] 2| He LTt

Returns
‘dESHH Securelnteger EtRL| AKX E 2(HStD, HISHH nullE 2B LT
Throws
AppGuardException KEHQ o2 o&o| LUstAELICH
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public abstract Securelnteger newlnstanceOfSecurelnteger(int val)

Securelnteger 29t M E M50l -HE U= X7\t 2|HEL O

Parameters
val X734
Returns

‘d3StH Securelnteger EFYL| AKX E 2(HStD, HISHH nullE 2B LT

Throws

AppGuardException XEHO o2 20| Ldlst=L .

public abstract SecureLong newlnstanceOfSecurelLong()
Securelong 2ot K E - gstof 2| HefL ot

Returns

MS5HH Securelong EHRIQ| ZHA|

ujn
L]
rm
Ot
=
n=
=|I:=|
ot
2
>
c
o
o
rm
o
-
n

Throws

AppGuardException KEHQ 02 220| LdstASLIC)

public abstract SecureLong newlnstanceOfSecureLong(int val)

Securelong EQt M E M50 FE U2 X7|gstn 2|He L o

Parameters
val x7|= gt
Returns

d55HH Securelong Ef2l M E 2|Est, HIiStH nulls 2B CH

Throws

AppGuardException KEHQ 0f 2 250| dstASLIC)

public abstract Securelnteger newlnstanceOfSecureBytes|()

SecureBytes HOt K|S M5 2| HEL T}

Returns
‘435t H SecureBytes EFRC| A E 2|HSID, HIiSHH nullg 2|EHELICH
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Throws

AppGuardException KEHQ 0 Q o&o] ZdlstE Lt

public abstract SecureBytes newlnstanceOfSecureBytes(byte[] data)

SecureBytes HOt K E M5t HHE U2E X7|gstn 2|EHELCh

Parameters
data X7|3t 4f
Returns

‘d3SH SecureBytes EFRUC| AN E 2[HStD, HiStH nullE 2| L CE

INCA Internet Co., Ltd.

Throws
AppGuardException KEHl o2l 50| HstAS LTt
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public interface Securel nteger

public interface

Securelnteger

com.inca.security.Interface.Securelnteger

Class Overview

A= otE intd HOH F 7|s5E MIsts S YU

Chs oig S22l AHE O & 2/ LICEH

Securelnteger ¢, a, b, d;

//a=1,
//b=2
a = SecureObjectFactory.newlnstanceOfSecurelnteger(1);
b = SecureObjectFactory.newlnstanceOfSecurelnteger(2);

//c=-a+ (b*b)+ (b/a)

/1 =-1+@*2)+@2/7);
/o =-1+4+2;
/=5

¢ = a.nagate().add(b.multiply(b)).add(b.divide(a));

//c=@"2+b)/2*4+ (@*8)*-b+12;

/= (1 +2)/2*% 4+ 8*-2) + 12

/) =3/2%*4+-16 + 12;

/. =4+ -16 + 12

/o =-12 +12;

// =0

¢ = a.pow(2).add(b).divide(2).multiply(4).add(a.multiply(8).multiply(b.nagate())).add(12);

//d=¢g
d.set(c);

Summary

abstract | add(int val)

Securelnteger X 2D int 242 OSH7|(+)5tl At 2 2| Eett
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abstract | add(Securelnteger obj)

Securelnteger S 2t Secureinteger #4E GSH7|(+)ot Zut ¢tS 2[ETHCt
abstract | subtract(int val)

Securelnteger X 23 int 2f2 WSt At g2 2| Eott
abstract | subtract(Securelnteger obj)

Securelnteger SiX{f 2ot Securelnteger #4S Wi 1(-)St2 Aut ¢S 2[EHSHC}
abstract | multiply(int val)

Securelnteger SAXf 241t int 2t2 S5t7((vste ALt ¢S 2l oot

abstract | multiply(Securelnteger obj)

Securelnteger SAX Zt3b Securelnteger #4E &ot7|(*)otl dit = E2|EHTHCt
abstract | divide(int val)

Securelnteger M 2 int gtE LE7I()ot Ba ghs 2| ESC
abstract | divide(Securelnteger obj)

Securelnteger SIX Zt3b Securelnteger S L7l ALt ¢S 2[EHOL}
abstract | mod(int val)

Securelnteger oIXf 4ot int 2 L |2 2 ULE Z|HSH
abstract | mod(Securelnteger obj)

Securelnteger SIM 2t3b Securelnteger S Lhe &S A 22 2|HSHt
abstract | pow(int val)

Securelnteger X 2D int 42 ASHSStD Zar 42 2lEent
abstract | pow(Securelnteger obj)

Securelnteger HAX 2t Secureinteger #E ASHMESH At ¢S 2|HEHL
abstract | min(int val)

Securelnteger

S it int @ T

e g2 2l

HA

abstract

Securelnteger

min(Securelnteger obj)

abstract

Securelnteger

A 240t Securelnteger 2t & A2 2 2| HBHC
max(int val)
X et int 2F & 2 US 2l

abstract

Securelnteger

max(Securelnteger obj)

abstract

Securelnteger

M 2t Securelnteger ot & 2 WS 2l HSHCH
decrease()

RN o= 2 e

abstract | increase()
Securelnteger oXf S 1 57 A7l ALp 42 e[ETnt
abstract | abs()
Securelnteger oAXf el = E At Ui 42 2|HoHCH
abstract | nagate()
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Securelnteger

abstract

Securelnteger

S Ziofl OpojHA(-) B= S 718t Aot 22 2| Bt
and(int val)

X 2Ol bitwise AND 4SS ot At gt 2|HSHCH

abstract

Securelnteger

and(Securelnteger obj)

A 2Ol bitwise AND G&tES ot 2t gt 2| HSCH

abstract

Securelnteger

or(int val)

S} ZHOl bitwise OR ¢4k

abstract

Securelnteger

or(Securelnteger obj)

s te +ust Zat ghe 2| Hsic

Z2H0ll bitwise OR ¢4k

abstract

Securelnteger

xor(int val)

oiX 240l bitwise XOR it =&t A

=
gN
o
']
rm
o
Il

abstract

Securelnteger

xor(Securelnteger obj)

AT} 240l bitwise XOR ¢AHS

als
o
rot
[N
=
SN
mjo
u
rm
Ot
n

abstract | equal(int val)
boolean SAXf 243t int 242 H| WSt S YUSHCHH trueE 2| HOHCE
abstract | equal(Securelnteger obj)

boolean S 2ot Securelnteger 242 H|WstY SYSICHH trueE 2| HSHCE
abstract | isZero()
boolean HXY 240l 00|2tH trueE 2|HTHCE

abstract String | toString()

S ZtS String o2 Hekstol 2|EsiC)

abstract int

intValue()

=R

/o

int 2= gighsto] 2| ottt

abstract short

shortValue()
I.

S| 22 short O R WSSOl 2| EHSICT
abstract float | floatValue()
W S float W2 WSSO 2|HBHCY
abstract | doubleValue()
double SiXl| 4f= double @O Z BB 2| EBHC}
abstract void | set(int val)
int &4 oA M2 ez HYTiL)

abstract void

set(Securelnteger obyj)

Securelnteger &2 X ZH| Q| fte= HFtCt
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Public Methods

public abstract Securelnteger add(int val)

SX ot int gtS Ook7|(+)otd Z21F gE 2[HeCh

Parameters
val inted B Zf
Returns

dESHH MZZ Securelnteger 24K E 2|EHSt, &OistEH nulls 2|t

public abstract Securelnteger add(Securelnteger obj)

M 24k Securelnteger 4tS Cot7|(+)dtn 2ot giS 2[E I

Parameters
oby 29
Returns

dEHH MZ2 Secureinteger M| E 2|3, HTSHE null

1

o
]
rm
rot
Il

public abstract Securelnteger subtract(int val)

X gth int gtS Wi ()ot 2t S 2 et

— =

Parameters
val intd B gt
Returns

MB8IH MEL2 Securelnteger XS 2|ESID, MIfstH nylle 2| EBHCY,

public abstract Securelnteger subtract(Securelnteger obj)

SIX 2ot Securelnteger @f2 Wi (-5t Zat gfS 2| HotCh

Parameters
oby 29
Returns

&0t MZ2 Securelnteger Z4¥|E 2[EotL, HIHSIH nullS 2[ETHH.

1 —
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public abstract Securelnteger multiply(int val)
R e t7l()otL 2t

INCA Internet Co., Ltd.

Zt

o= 2| ot
Parameters
val intd B gt
Returns

MBStH ME2 Securelnteger AN E 2| H3ID,

HAL

public abstract Securelnteger multiply(Securelnteger obj)
SiX{ gt Securelnteger

wE =ot7|(ste Zut S et}
Parameters

obj 29
Returns

HItH MER Securelnteger M E 2|HSID

, 2L{SHH null

e

= /B
public abstract Securelnteger divide(int val)
2

bint 242 LI=21()ste At 4t e[Hott
Parameters

val

inted B
Returns

St MISHH nullg 2| H3BHCH
public abstract Securelnteger divide(Securelnteger obj)
oIXf 2t Securelnteger @S LIF7|()otr Zut 4f2 2| HSHCE
Parameters
obj Securelntegerd W= 4t
Returns
MBS MEL Secureinteger K|S 2|EStD, MIHSIH nulle 2|EHSEHC}
public abstract Securelnteger mod(int val)
AR 2t int 2 Lhe w2 2 ¢z 2[He
Parameters
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e

val intd B

£

Returns

‘dE5tH MER Secureinteger 1M E 2| HSD, AI{SHH nullE 2| E3tCt

public abstract Securelnteger mod(Securelnteger obj)

oA 241t Securelnteger 2fS Lhe &2 A1 /2= 2|HoiCh

Parameters
obj Secureintegerd Bl 2k
Returns

d35tH MER Secureinteger 21X E 2| HSHD, HISHH nullE 2

public abstract Securelnteger pow(int val)

M 2th int 2rE AsMEct 2ot ¢S 2| et

Parameters

val

Returns

GESHH MER Secureinteger 2K E 2|HSHL, HISHH nullS 2|EBHCH

public abstract Securelnteger pow(Securelnteger obj)

X 241} Secureinteger dt=2 HEMESHD Zot 442 2[HSCL

Parameters
obj Securelntegerd H== 4k
Returns

d35IH MZR Securelnteger X E 2|EHSt D, HIHSHH null

public abstract Securelnteger min(int val)

X e int 2F & A2 S 2l EHTt

Parameters
val intd B gt
Returns
MB8IH MEL Securelnteger XS 2|EStD, MIistH nulle 2| EBHC},
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public abstract Securelnteger min(Securelnteger obj)

S Zf1F Secureinteger & & A2 f= 2| HSHCH

Parameters
obj Securelntegerd == gt
Returns

1o
]
rm
rot
Il

d35tH MER Secureinteger 24K E 2|HStD, HIHSHH null

public abstract Securelnteger max(int val)

A 2ot int 2t & 2 WS 2lHSCh

Parameters

oot
rE
i

N

val int

14
>

Returns

dE5tH MER Secureinteger 21N E 2| HS D, AI{SHH nullE 2| EBtCt

public abstract Securelnteger max(Securelnteger obj)

S Zf1F Secureinteger 2t 5 & W= 2lHCL

Parameters
obj Securelntegerd Bl gf
Returns

435tH MER Secureinteger 21X E 2| HSH D, HISHH nullE 2| ESHC
public abstract Securelnteger decrease()

SIXf S 1 A Al7|D AL g2 2|ETtt

Returns

MB8IH MEL2 Securelnteger XS 2|ESID, MIfstH nylle 2| EBHCY,

public abstract Securelnteger increase()

oM 2 1 B7H AZIR 2L US 2lESC.

Returns

MB8IH MEL Securelnteger XS 2|EStD, MIistH nulle 2| EBHC},

—
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public abstract Securelnteger abs()

M el =& MAeH 2o

Returns

‘dE5tH MER Secureinteger 21K E 2| HS D, AI{SHH nullE 2| EotCt
public abstract Securelnteger nagate()

AR 2O OpojHA(-) B2 tE Fotoh Ant gt 2|Eotot

Returns

‘dEoHH MER Secureinteger Z4HE 2|EH5tD, HIfSIH nullE 2| EHBHCH
public abstract boolean equal(int val)

G gt int 2fE Bl WSt SESICHH trueS 2| EHSHCL

Parameters

val intd B gt

Returns

d&0tH trues 2| HStL, HIiSHE falseS 2|EHTHCL

]

public abstract boolean equal(Securelnteger obj)

S U= HWSIY SLOICHH trueS 2

HA =

2 1b Securelnteger EISHCY

Parameters

obj Securelntegerd H== 4k

Returns

‘dSoHH trueE 2|HSID, HIiStH falseE 2| EHTHCH
public abstract boolean isZero()

SAX 240| 0O|2tH trueE 2| EBHCH

Returns

GESHH trueE E|HSHL, HIYSHH falseE 2| HSHCF
public abstract String toString()

WX ZHS String o2 HEsI0| 2| STt

Returns

G35t String AKX E 2[HSt, HIi5tH nullE 2| EHSHCE
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public abstract int intValue()
S S int o2 H3ksto] 2|E st}
Returns
int & OIO[EZE 2|H3trt.
public abstract short shortValue()
XY 2rS short o2 wHsslol 2|HBiC}

Returns
short & HIO|HE 2|HSHCE

public abstract float floatValue()
S| Zte float YO HISISI0] 2|E BT,

Returns
float & C|O|E{E 2|HBICH

public abstract double doubleValue()
SIA Z2fS double Eo 2 HsISIO 2|ETICL,

Returns
double & H|O|E{E 2|H3iC}

public abstract void set(int val)

int 242 X AHQl gte= 2ttt

Parameters

o

val intd Ha 3

public abstract void set(Securelnteger obj)

Securelnteger #tS S M2 gtoz HFotCt

Parameters
oL/ Secureintegerd B 2k
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public interface SecureLong

public interface

Securelong

INCA Internet Co., Ltd.

com.inca.security.Interface.SecureLong

Class Overview

2= 3tEl longd HIOIH AL 7|5E MSsts SO

Chs dig 222l A8 o & 2 /LIt

Securelong ¢, a, b, d;

//a=1
//b=2;
a = SecureObjectFactory.newlnstanceOfSecureLong(1);
b = SecureObjectFactory.newlnstanceOfSecureLong(2);

//c=-a+(b*b)+ (b/a)

/o =-1+@*2)+2/7)

/=1 +4+2;

/=5

¢ = a.nagate().add(b.multiply(b)).add(b.divide(a));

//c=@"2+b)/2*4+(@*8)*-b+ 12
/=1 +2)/2*%4)+8*-2)+12;

// =3/2%4+-16 +12;

/=4 +-16 + 12

/) =-12 +12;

// =0

//d=¢g
d.set(c);

¢ = a.pow(2).add(b).divide(2).multiply(4).add(a.multiply(8).multiply(b.nagate())).add(12);

Summary

abstract | add(long val)
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Securelong SIM 2t long S CSH7|(+)5t ALt ¢f2 2| H Tt}
abstract | add(SecureLong obj)
Securelong SIX{| 241t Securelong @f2 C5t7|(+)std Zut 7= 2|E St

abstract | subtract(long val)

SecureLong oIxf 23t long @S W2 (-)5t2 ALb k2 2[ETHCL

abstract | subtract(SecureLong obj)

SecureLong oI 23t SecureLong #iE ()5t ALt gt= 2[HTHCL

abstract | multiply(long val)

.

Securelong SIX| 243t long #E &5H7((*)5td Zut 42 2| Stt

abstract | multiply(SecureLong obj)

Securelong oIX| Zt1} Securelong g &5H7|(*)ot Axt ¢f2 2[EHBH

abstract | divide(long val)

Securelong A 2t long @42 LHEZI()StE Bab gtE 2lE et

abstract | divide(SecureLong obj)

SecureLong oIXf 23t Securelong @& LHF7(()5t2 ALt 4tE 2[HTHCL

abstract | mod(long val)

SecureLong oIxf 23t long WE Lhe &S 2t ¢LE 2|HTtCh

abstract | mod(SecureLong obj)

Securelong oIX{ Zt1b Securelong @f2 Lhw w2 24t W= 2|HSC

abstract | pow(long val)

Securelong oIX| 243t long WS ASHESHE At 42 2|Hoth

abstract | pow(SecureLong obj)

SecureLong oixf 23t Securelong w2 ASMEstD ALf k2 2[HCL

abstract | min(long val)

SecureLong oIxf 22t long @ & A2 42 2|HTHCh

abstract | min(SecureLong obj)

SecureLong oA 2ot Securelong o & A2 S 2| HSHCH

abstract | max(long val)

Securelong oixf 23t long o & 2 WS e2lHoHCh

abstract | max(SecureLong obj)

Securelong oIX{ Zt1b Securelong @t & 2 W42 2l HTtCh

abstract | decrease()

SecureLong oIXf A 1 A Al7| AL 42 g[ETtoh

abstract | increase()

SecureLong oXf UZ2 1 B7F Al7|2 ALt 42 e[ETtoh
abstract | abs()
SecureLong oAxf 4ol = E MAT i wS 2| Hetoh
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abstract | nagate()

Securelong HAXY ZEofl ORO|HA(-) B2k FItet Aot 748 2|E ot
abstract | and(long val)

Securelong oIX 240l bitwise AND A4tES 3o At 42 2| HotCt
abstract | and(SecureLong obj)

SecurelLong SAXH 240l bitwise AND SH4HS 3ot At gtE e[HoHC}
abstract | or(long val)

SecureLong SAXH 240l bitwise OR LS F&ot Aot = 2[HSHC}
abstract | or(SecureLong obj)

Securelong oM 240l bitwise OR HitS o ALt ¢f= 2| HTHL,
abstract | xor(long val)

Securelong SIX 240l bitwise XOR G4t #=Adot ALt ¢t 2[HotCt
abstract | xor(SecureLong obj)

SecureLong oA 240l bitwise XOR it =&ot A1t IS 2|}
abstract | equal(long val)
boolean oAXf 2k1t long @t HlwSHY ZYSICHA trueE 2[EHTHCH
abstract | equal(SecureLong obj)
boolean oAXf 2kt Securelong 742 H|wSH0] SYSICHH trueE 2| ETHCL
abstract | isZero(
boolean 00[2t™ trueE 2|HPIC}

abstract String

abstract int

S| Zte String Ho 2 HEst 2| ESo,
(

long Yoz Hetoto| 2|E ettt

abstract long

longValue(

Al U=

long @22 SIS0 2| HtC}

abstract short

shortValue()
I.

RV ¢

mjo

short 22 HES0] 2| HSHC}

abstract float

floatValue(

=R

o

float Yo = HLISIY 2| EHSHC}

abstract
double

doubleValue(

=R

<

o

double @O =2 HztsI0 Z|ESIC}

abstract void

set(long val)

long #t2 SM M| gtez2 2ottt

abstract void

set(SecureLong obj)

Securelong #i= WM M2l o= HYTHLf
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Public Methods

public abstract SecureLong add(long val)

S ot long @t Oob7|(+)otd Z1F &s 2[HeCh

Parameters
val longd B 2k
Returns

4E5HH MEE Securelong ZHE 2|Est

1

public abstract SecureLong add(SecureLong obj)

SAXf 241t SecureLong w42 HoH7|(+)Std ALb ¢fS 2| EHBiCh

Parameters
oby 29
Returns

‘dESHH MER Securelong X E 2|EHStL, MIHSHH null

mjo
o
rm
rot
o

1

public abstract SecureLong subtract(long val)

SX| 23} long S WiIT(-)stD Zat ghe 2|Estot

—

Parameters
val long™d H= Zf
Returns

GESHH MER Securelong ZME 2|EHSHD, HIiSIH nullg 2|EHotCt

1

public abstract SecureLong subtract(SecureLong obj)

XY 2t Securelong #S Wi (-)stn ZAnt kS 2|EHSHCY

Parameters
oby 29
Returns

&0t MZ2 Securelong M E 2B, HIfSHH nullS 2[ BT,

—
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public abstract SecureLong multiply(long val)
M 2t long @S SISt At gfE 2lEHe

Parameters

val

.

longd H== 2k
Returns
MEsIH MZ2 Securelong K|S 2|ESID,

public abstract SecureLong multiply(SecureLong obj)

S| 243 Securelong e S3H7I(Mstn At S 2| EHBH

HA ST
Parameters
obj 29
Returns

4E5HH MZR Securelong X E 2|E 5|

public abstract SecureLong divide(long val)

SAXY 243t long 42 LHE27I()Stn 2ot 4

W= 2| HetCt
Parameters
val longd H== gt
Returns

d35tH MZR Securelong K|S 2|Estn, MIfSIH null2 2|HSCH

public abstract SecureLong divide(SecureLong obj)

S} 241t SecureLong w42 LEFZ|()sta Zat gt2 2[H

o HSHCL
Parameters

obj SecureLong® H== gt
Returns

public abstract SecureLong mod(long val)
#x 3o

Zf1f long 42 Lhe 2 24 g2 2|H3to}
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Parameters
val long™d Bl gt
Returns

‘dE55tH MER Securelong M E 2|EStD, HINSHH nullE 2|HSHCH

public abstract SecureLong mod(SecureLong obj)

oM 2L} Securelong 2 L |2 Z1f U= 2|HTHCH

Parameters
obj SecureLlong¥ == 4k
Returns

g&otH MZ2 Securelong M E 2[EotL, HIfStH nullS 2[E T,

public abstract SecureLong pow(long val)

M 2t long WS ASHMEStR 21 gts 2| HSC

Parameters
val long™d Bl gt
Returns

d55tH MZ2 Securelong AN E 2[EHSIL, HIiSHH nullE 2|ESHCL
public abstract SecureLong pow(SecureLong obj)

Sl g4b Securelong @E AEMEsStL 21 gs 2|HE

Parameters
obj SecureLlong¥ == 2k
Returns

H3SHH MEZ Securelong M E 2|EHSHD, HINSHH null2 2| EHBHCE

public abstract SecureLong min(long val)
X 2t long @ T A2 @S 2|HCL

Parameters
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val longd Bl 2t

Returns
‘dE5tH MER Securelong M E 2|EHStD, HINSHH nullE 2|HSHCH
public abstract SecureLong min(SecureLong obj)

S gt Securelong %t & =2 gt E|HSHCL

Parameters
obj Securelong® B 4t
Returns

‘dSotH MER SecureLong AN E 2|HStD, HIfSIH nullE 2| EHBHCH

public abstract SecureLong max(long val)

M 2t long @ & 2 US ZIHTH.

Parameters
val long™d Bl gt
Returns

‘d35tH MER Securelong M E 2|EStD, HINSHH nullE 2|HSHCH

public abstract SecureLong max(SecureLong obj)

SX| Zt3b Securelong % B 2 IS z|HiCL

Parameters
obj SecureLlong¥ == 2k
Returns

gd&otH MZ2 Securelong M E 2[EstL, HIfSHH nullS 2/ BT,

public abstract SecureLong decrease()

oM g 1 Ea AZID ZL US 2lESC.

Returns
GESHH MER Securelong ZME 2|EHSD, HIiSHH nullg 2SO
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public abstract SecureLong increase()

M S 1 37t Al7| 2ot s 2lEet.

Returns
‘dE55tH MER Securelong M E 2|EHStD, HINSHH nullE 2|HSHCH
public abstract SecureLong abs()

M atel =5 MAeH 2B ¢S 2lEettt

Returns
‘dEoHH MER SecureLong AN E 2|HStD, HIfSHH nullE 2| EH BT

public abstract SecureLong nagate()

M 2ol orolH () R=gks Fte 2t ¢S 2lESo

Returns
‘d355tH MER Securelong M E 2|EStD, HINSHH nullE 2|HSHCH

public abstract boolean equal(long val)

M 2t long @S H|WSIO] SYSICHE trueS 2|EHTHCH

Parameters
val longd H== gt
Returns

g&otH trueg ZIHSHL, HIi5HE falseS 2|EHTHCL

!

public abstract boolean equal(SecureLong obj)

oM 21} Securelong ¢t2 H|WSHY SYSICHH trueE 2[EHTICL

Parameters
obj SecureLong® H== gt
Returns

§EHH trueE 2IEDSIL, HINSHE falseS 2| EHSHL.

public abstract boolean isZero()
i 240l 00|2t™ trueE 2|HotCE.

51 /58 KOR-01-05-01 nProtect AppGuard for
Mobile

INCA Internet Co., Ltd.



Mol

nProtect

Returns

dS5HE trueE 2|EHSIL, HIiSHH falseE 2|E SO
public abstract String toString()

XY Z4E String Yo = BESI0] 2| E ST}

Returns

d&otH String M E 2[5, HIHSHH nullS 2[E

public abstract int intValue()
S| 2 long HOE HSHSI0] 2|EBHCY

Returns
int & OO E 2|H3otCf

—

public abstract long longValue()
I S long Yoz HESIO| 2|EH it

—

Returns
long & OIO|HE 2|HBtC}

public abstract short shortValue()
S| 2 short WO E wWetsto] 2|EHBICH

Returns
short & O|O|HE 2|EHTIC}

public abstract float floatValue()
S Zte float o2 HSISI0] 2|E BT,

Returns
float & O|O|E{E 2|ETIC},

public abstract double doubleValue()
S ZtS double Yo =2 HiEtslo] 2| EHSHCL

Returns
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double & Gi|O|E{E 2|EotCt.

public abstract void set(long val)

long #t2 X ZKel o= HYsiC)

Parameters

.

val longd B 2f

public abstract void set(SecureLong obj)

Securelong #t= &AM M| L= HYTtCf

Parameters
oby SecureLlong®d H == gt
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public interface

SecureBytes

INCA Internet Co., Ltd.

com.inca.security.Interface.SecureBytes

Class Overview

Bytes CI|O|Ef EE+&= JSON HE{Rb Z2 String HO|HE /& =3t 7|s2 NSdt= e L Lt

Chs dig S22l AHE O E 2 /LIt

SecureBytes json;

json = SecureObjectFactory.newlInstanceOfSecureBytes();

String jsonStr = "JSON => (name:value)”;
json.set(jsonStr.getBytes());

Log.i(TAG, new String(json.get()));

Summary

abstract void | set(byte[] data)

FOX| HOHE ¥=3} 510 MY LICH

abstract byte[] | get()

=

sid Mo M e HoHE =

=3} 5t0f 2| EgtLct

Public Methods

public abstract void set(byte[] data)
FO|X| HIO|HE Y=}t S5t MET LT}

Parameters
data byte[][d =

public abstract byte[] get()

siE Ao MTE HOIHE 5 =3t 5t0f 2[Het

Returns

SEoHH ME2 byte[] 4ME 2|Est, HIjj5tHH
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public class AppGuardlORequestPacket

public class

AppGuardlORequestPacket

com.inca.security.AppGuard.AppGuardlORequestPacket

Class Overview

O] E2fA= AppGuard End-to-End Encryptions X& Al SEI0|AEN M I &/5==E ¢[ot0 HE
= S YL CH

SiLto| W2 ofLto| BEHZE A3l B E(tunnel) S BhE = US M, THF off JHo| ST SaiA |
£ YddsiQctn S0 2E AHEs 5L HE dEE S/YLICL F, S2A0|UEE= 27 StLto &
23t MHQt S Y = UASLICH

e SHAE AFESHY| siME HHEA] MH ZO0|M X ‘appguard-server-sdk’ 2l0|E2{2|E AT M
g Aol MAZ|ojof gFL|LCt

static | getlnstance()
AppGuardiORequestPacket | - ApnGuardlORequestPacket ZHK| S HtztstL|Ct,

byte[] | buildPacket(byte[] data)
Mz Heg dostE mjzls 48t gretetL ot
String | buildJsonPacket(String json)
MHZ HE2E JsonS2| StringH|O| E

o Yot ULZ gretetL

mujn
oo
ot
ot
i
=}I:=|
»
mjo

45104 String S ER

byte[] | parsePacket(byte[] data)

MHOIAM =40t 2ot TH2S S2345H0 BratetL| ot

String | parseJsonPacket(String json)

MHEOIM =4t StringFElS| 2 otEl TAS -5t String HEHS| 523t

E o= HretetL ot

void | setUuidAttachment()

I{210] S2t0|YE UniqueClientiDE HFot0] HES=E 2L Tt
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void | prepare(byte[] data)
HAE Meot EA2 2/t Null 7|(Key) REZ HzHatL|CE

void | reset()
Y ANE x=7|z L

Public Methods

public static AppGuardIORequestPacket getinstance()
Singleton HE{S| ZiK| Btot IMER ST S2fLol 3& AME Hgsto HratetL|ot.

>~

public byte[] buildPacket(byte[] data)
QIXtE TEHE2 byte[] HEQ| HOHE MHzE THEY Aotz mjZlez Hasto siE

= C e

HO|HE HrehetL|Ch

Parameters
data M2 ™Eg Plain C|O|H

public String buildJsonPacket(String json) throws Exception
QIXtZ TEE2 String HEHS| HIOIEE M=z HEY String HEHS| Y2otE TACE H

o
1510 Sj2 GO|E|S grstetL|Ct

—

o
rt
Jal
|o
Hu
o
o
=}
ogt
~
1o
o
)
m
o
R
I
]
2
ofy
>
St
on
=
R
[N
o
Dl
ol
Ot
rr
N
mjo
rH
0z
Ot
2
>

Parameters
json E20|MER MYE JsonS9| String HES| Plain H|O|
=
Returns

=otE miAls 2|

public byte[] parsePacket(byte[] data)
MHOIM MY 22 A3 3LE byte[] WE{Q| OO I{ZlS S22t 5t0f HretghL|Ct

Parameters
data MHO|AM ME 22 Encrypted O|O|H
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public String parseJsonPacket(String json) throws Exception
MEOAM MY 2h2 String HEH(ME A buildJsonPacket2 2 4843 o| L= 3=l String
Efe| GO[H mjZlE ===t of0 ghatetL(Ct.

ogt

MHO|M buildJsonPakcetg AHE3I0] Yz 2tE Json HEHS| T{ZlES ZZI0[HEE TS A
Y HMEE AMBSH= E5231510{0F ghL|Ct,

Parameters

json S2to|HE M ME &2 String A9 Encrypted H|O| E
Returns

public void setUuidAttachment()
mjzle M Al 220|YEQ| UniqueClientiDE A& EHL|CH

MHEOIA UniqueClientiD7} Z %
jZIQIX| =olgt = UEL|CE e

(Parsing) Al 0| Z2tO|HET Hdoh
APIE 2ETH AlE O|=0| THZI0C siE FHEIL =
=0 GioJE mjzlo| 20| 7t =

on Fl'”
:||=:I
N
ru|o

—_—

REST A2 AHE SActol 2E0IAE Ao 7H58H FP T AP
ol

i

A8

public void prepare(byte[] data)
HAE MEQt S4S ?I5H0 Null 7l(Key) ZEZ TotLC siE HMES AHESH| U3
Mz QIXtE BtE Al null 2t MESHO{oF BfL|Ct
AppGuard ZE MH{(Manager MH)E 0|83t Appguarding =& Z0| SEHZt A=zl HA
EZ fBIME i HAMES AFESIY = z
AL

3t 28 2EE Null Key ZEZ A

Parameters

data BFEA| null 22 AL

public void reset()
Aot BHE x7|2}(reset) SLILE
AppGuardiORequestPacket Sei&= M| X =ZE AIHO| BLEA| reset() HMEE 2E
AS @FetLCt YEM O 2 MainActivity S LauncherActivityQ] 8™ F7| HAME
StLEQl onCreate() OIM 3ilE HIMEE 2=5t= A2 HELLICH

o mot
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