nProtect AppGuard with Unity Plug-in Developer Guide
AppGuard SDK Developer Guide
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1. nProtect AppGuard with Unity Plug-in 27l

1.1 344 H7|

od 29

appguard_plugin_for_unity_r[vers | [revision number]0| 3§&3t= Unity& Android & Z2{1¢ dE IE,
ion].zip s mYUoE= Unity ProjectOl “Assets” EC0| SAMSIO] AMES
Android/i0S& HE0| & &0 = E Lt

appguard-sdk_r[version].jar [revision number]0] SiEstE Javag SDKZE offE E2HIQEZ AESH|
_?_|6|,04 J.LIAJH oz J.Ll_g_ol-l_||:|-

%l appguard_plugin_for_unity_r[version].zipQ| LHEO| 7|2XH2=Z of
SDKE Zgtstn QoL ME8E AppGuard HZHO M2t 10| e
SDKE AME(SAhSHO{OF gfL|Ct.

a0l Al ZEl= sDke|l ZZ& otefet Z&L Lt
AppGuard_Plugin_for_Unity3DWAssetsWPluginsWAndroid#Wappguard-

sdk_r11.jar
appguard-extra_r[version].jar [revision number]0ll SiZSH= Java& SDKE Z 8L 7|E O[HIEZIO| CHSH
Fo BE7 HeA AEY 5+ AFU L

1.2 & Mo tistof

E EME Unity TS AF%HE A2 Plugin HAIC2 HL 32 M8 SIA ot ZXHoz ME
IEE 7|dtet Mg Ao CHsfMTH ARSI Aon FIHHQ {82 otzfet 22 EME E1SHY
FA|7| HEEfL(CE

1) nProtect AppGuard Server-Side Authentication Guide KOR v[version].pdf
2) nProtect AppGuard API Reference Guide KOR v[version].pdf
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2. Unity Plug-in 7’8 It EA} 517|

rlo

AppGuardOil A HS&l= Plug-in &= It Ql appguard_plugin_for_unity_r[version].zip & Ct2at &
o2 YL ASLICH

2.1 Unity& Plug-In 74 % FAL 517]

& Plug-in TtY2 ZHHY 2HA0f 2tA o

Mot SAtSHOF St mpLCE.

OH

E™oz

=

Assets/AppGuardUnityManager.cs 1.

ol

-~

& I+Y2 Unity Project 2| CHS ZZ20| 2Atsfor ghuct,

N
OF
=

Copy To: /Assets/AppGuardUnityManager.cs

Assets/Plugins/Android/* 1. AppGuard SDK for Andoird 2 Android EZ0|A ZE A| HLEA]
SALSHOF Stz mY Y L|CE.

2. oY EGel ZE W& Unity Project | CHS ZZ0f SAtsof

FLICE.  Copy To: Assets/Plugins/Android/*

ot

Assets/Plugins/iOS/* 1. AppGuard SDK for iOS 2 i0S 2HZ0A LE Al BEEA| ZALS|OF
St mhE YL
2. oY EGel ZE W& Unity Project | Tt ZZ0 SAtsof

gtLICt.  Copy To: Assets/Plugins/iOS/*

[E-5] Unity Plug-in SAF 2IX|
@l Assets#Plugins ZC= Android, i0S F702| o9 B0z FE&[0 An, HESINXIS|

2o et otes MEHeoz SAMY + ASLICH

D Ht

rir
ne

oFok HmMA Al Assets/AppGuardUnityManager.cs Tt Z=X{SI1 /Assets/Plugins/* EC7F SALE|X| %S

I
o
ZQ 2T 22 QR wMT & U2 Foslop B,

© "_AppGuardSetCertificationID", referenced from:
_AppGuardUnityManager_AppGuardSetCertificationID_m695320231 in Bulk_Assembly-CSharp_26.0
_AppGuardUnityManager_setUniqueClientid_m3829221814 in Bulk_Assembly-CSharp_26.0
{maybe you meant: _AppGuardUnityManager_AppGuardSetCertificationiD_.m695320231)

© "_AppGuardSetUserID", referenced from:
_AppGuardUnityManager_AppGuardSetUseriD_m38992437 in Bulk_Assembly-CSharp_26.0
_AppGuardUnityManager_setUserld_m351216737 in Bulk_Assembly-CSharp_26.0

(maybe you meant: _AppGuardUnityManager_AppGuardSetUseriD_.m38992437)

© "_AppGuardGetUDID", referenced from:
_AppGuardUnityManager_AppGuardGetUDID_m3347075324 in Bulk_Assembly-CSharp_26.0
_AppGuardUnityManager_getAppGuardUdid_m4180200938 in Bulk_Assembly-CSharp_26.0
{maybe you meant: _AppGuardUnityManager_AppGuardGetUDID_m3347075324)

Symbol(s) not found for architecture arm64

© Linker command failed with exit code 1 {use -v to see invocation)
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3. Unity Plug-in 7|2 49

i EAM= Plugin AlS AMESHO] Unity WL 2HE0A 7|E SDK M8 HAIRCD B} &= M3t
UHS HMSst7| st A AE L CH

HiZZl= c# HAO|Z =M E AppGuardUnityManager.cs2 &7H F7t2 HIZE[= HIE E|&= SDK £
FrameworkE At&dt= 2ol et MES MIELCh

J8ez 7|2 MEWA I MY QF HE 7|2 7iE % APl ALSHE 2 ¢ =& & 7I0|E PDF

2ME2 &xSI0] FA|7] HELCH

3.1 AppGuardUnityManager.cs 2| 7|& A3

—|_|

g mYQl "appguard_plugin_for_unity_r[version].zip"2| Assets/AppGuardUnityManager.cs& AH QIS
= fITt Unity Plugin ME2, 31T *cs Tt WO EX5t= a2 A HMEHEZ FX|Z|0{0F 50,
Ofefl LIEE MethodE AMEBIALE +=785t0 AFE5HA 4+ USLILH

3.1.1 Set A E

public void setUserld(string userid); BOF MM QHt EIX| A| 21 MH{E M&TH ALK AlHX}
(UseriD)E &gt

public void setUniqueClientld R
MH 2150 At8E MM F2 AMEXE SFLLICH
(string uniqueld, long retryTimeSec = 180);

[E-3] Set HIME

3.1.2 Callback HIME

public void onViolationCallback(string data); Hot Y™ eut X 2H O|HE Callbacks =4
EX|Z™ AppGuarde
=
=

public void onS2AuthTryCallback(string data); | AMH CI& &3 O[HE Callbacks =
HHE|H AppGuarde 8l
St ME| YRE TEgUChelE BC 2I

Unity Project2| CtZ ZZ0| =Alsi0
Assets/Plugins/Android/*

ot
r
in)
0
[e]

'U

3

[E-4] Callback HME

5/10 KOR-01-05-01 nProtect AppGuard for Mobile



nProtect
Mobile App Security Sclution |NCA |nternet CO., Ltd

4. HEA THSt= olg] 2 M| Y

4.1 AppGuardUnityManager.cs2| onViolationCallback % +%3}7|

OF

HE *cs OpRO| MEE|D
SHE App A Al E0t
MEtEL|CH Q8o z sy =

SHAIZH 7|2 ¥ez 2ot Y

—

El APKE AppGuard LA & MHAE &3t Appguardin
$|u_+ W7 EX|Z|H ot AZE Callback HMEE &3t0f O
HAME
gtof|
ofzfiet 20| El(Empty) REICZ Xz

]
2
[(e]
mjo
4

Pl

=Hd

==

2=Xst0 O|HIE AMEHO| M2 HE2 Holgt 4= US

S L
2 ot =X At2ES AppGuard0| ¢/et 22 i O
A E LT

r
R TR ruE

4o 4

C =
=
=

OI-

public void onViolationCallback(string data) {

i

}

CH22 onViolationCallback() % HAZ=0A Cist MES 2 QLCH

—

public void onViolationCallback(string data) {
bool killed = (int.Parse(data) > 0);

/-
SHE data QAAF 40| S5 ZHRIH HYE HH LY40 et
AppGuarde < 30X = 4N TEE s@L/CL
8oz ARSAIMA ¥o| B=E A0|2h= HAIX|IE ST /IX[I0A
=5l IET THE|OOFSL| L
[Android]e| 4% ZE Al Appguarding &40 Al 'Disable displaying security violation message'S
MASHX| BUACHH SEot HAIX] 3 M2|7t EQ6HX| EEUCH
*/
if (killed) {
int code = MathfAbs(int.Parse(data));
switch (code) {
case AppGuardEventType.Detect. DETECT_RUNNING_BAD_APPLICATION:
Debug.Log("DETECT_RUNNING_BAD_APPLICATION");
break;
default:
Debug.Log ("ViolationCallback: " + data);
break;

}

Z=o|: MAj Ze|= Al ME0| =&l Debug.log(“-Debug Message-"); REE BLEA| | 735}0]
A7 HEEFLICEH

2t O[HIEO] CHSH Al LY CHe EME ADS}0] FAI7| HREILIC
nProtect AppGuard APl Reference KOR [version].pdf
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4.2 UserlD A%3}7]

AppGuardUnityManager.cs HE0= AppGuard O|Al FH QI8 EX| A 21 MHOf| User IDE &
E517] 3t setUserld() HIAEE M3 EHLICE

=
[S)

~ SEAA L H XA
e et TESHE B

2 Ch31t 220, [UserlD] &0 AXH siT MMl ALEXL IDE string HEf
ol HOHE &M =& FA

o
=
™ gLt

AppGuardUnityManager.Instance.setUserld("[UserID]");
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= LHE2 MHIS A

——

A East iE0|H, MHQIFZ O] AHEAI= of2fo| W8S FASIME ELUCh

o= T

5.1 AppGuardUnityManager.cs 2| onS2AuthTryCallback S %3}7|

i *cs MOl HMEE|DT UEE APKE AppGuard LN & AMH|AE 5310 Appguardings &5}
™ otz AFE Callback HMEE &3ot0] MHQZ SZF O|HETZ MPEHLICL J1HoR g 4 o
MEE £75t0] O|HE HE{o] 2 WSS Folg = ASLCL

SHA|ZH MH QIS SEi0| ME SEo =X AF0| 88 4% oid HAMES ofefet 20| Zl(Empty) &

public void onS2AuthTryCallback(string data) {

}

LS 2 onS2AuthTryCallback() 29 HAEO0|A Cfst MES 2QL|CH

public void onS2AuthTryCallback(string data) {
string[] args = data.Split(',");

switch (int.Parse(args[0])) {

case AppGuardEventType.S2Auth.S2AUTH_RESULT_SUCCESS:

/*

MH QI50| d335I%ol, HMNMo=Z 01F50| 2tk fY&L

*/

Debug.Log ("S2AUTH_RESULT_SUCCESS(UniquelD: " + args[1] + ")");
break;

case AppGuardEventType.S2Auth.S2AUTH_RESULT_RETRY:

/*

MH Q50| HUfstRom, 1 AE5S A= AYLICE LA[HQl S2H0|HE HEHI
ol = MH FoiY = A2l Y MA=E WE HAHLISO w2t X0 32 S
TAE 5 AU

*/

Debug.Log ("S2AUTH_RESULT_RETRY");

break;

case AppGuardEventType.S2Auth.S2AUTH_RESULT_FAIL:

/*
MH Q10| 27Hs| dufsten], O old MH 2SS A=A HELIC
*/
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Debug.Log ("S2AUTH_RESULT_FAIL");
break;

}

FOl: Mxll 2= Al MEo]| =&E Debug.Log(“-Debug Message-“); ZEE HEA| X350
FA|7| HpZL{ct.

ofgf s520f M= Z{d ZH0| AppGuardUnityManagerinstance() =2 S310] M= ZHH 0 A
setUniqueClientld() HIAES S&3t® i A|HEE AppGuard B BEO| Mt Q152 A|ZstH, 9
FO| 37}K| AME REE ZHH D”A‘lEE x.||:|.°;|_||:|_
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5.2 AppGuardUnityManager.cs 2| MH Q1F A|Z&517|

SEIO[AENNM MH QFE AIESH7| fISHM= ChEdh 20| ME{O|AM =45t SiT AFEXIe| MA0| Cf
gt Unique Client IDE Of2let Z2 HMEES AME3I0 S E310{of gfL|Ct,

AppGuardUnityManager.Instance.setUniqueClientld(“Formatted-Unique-Client-1d”, 180);

9 eto| KR QIXtZ FO{El “Formatted-Unique-Client-1d"9| % 3 M4 gHe otz MHIS
ME #35t0] FA[7| HHEL|CH

nProtect AppGuard Server-Side Authentication Guide KOR [version].pdf
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Copyright ©INCA Internet Corp. All rights reserved.
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