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[Android]
AppGuardClient.setUniqueClientID(null, 180);

[i0S]
APPGUARD_SET_CERTIFICATION_ID(null, 180);

et 20| siY HMEE ZESHH AppGuard AHMH 2= AREAL A|H0| E[X| %= MM Y
MEXE Zeot 25& OF0|0|& Y85t HaEM MEHS0| 4
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18 822 7[FE S E OfO|C[E M AMESHY & MEZt o Ao elS& OtO|C|E

N AMEotEE =5 = UASHC

AppGuard MH2IZ AABS 9 ZHE 2&o6t7| 25t & MHOAM 215 28 R S
SEOIUEX YEE S WA =Zeoto] 4 MEof MEELCh

et 4 M= 28 4522 =olE SE izl Lol JSON ¥Ejel 2= & *validCount” gts
M83I0l 5 =& RFE =sof gLt

AppGuard O M& YEHM O =2 ST “validCount” 240] 3 & =1t A2 “Invalid” HEHE ZtF5I0]
oI5 AIE N2[5I7|E HTYYLICEH (YAIHQ QIS MEQt ¥ MHZto| HEQA HOjZ2 Q150
S5 Ho7t O|24 7tsdtttn 7HEsy| W0 &o| =5 39 O|SIZ o= AS
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4. MHAUZ M HE

N 22 H A7) Rest APl HEHQL 20| X Z2I0|AEQl MMES AE &2 = U=
HH(EE MM AH)E 7HXD UX| @be HEio] Mb xR0 Mot s A E &Ao|0, £t
2ot AT (Callback 2 &8h2 & = AUCH= FHEO|

= =
A M FOM MY QAT =S A=Y %
U

4.1. ¥ Mu{0|M QAZE ofo|C| 4’3d3}7]

%/ 3.1. OtO[|C|(Unique ID) ¥ w&lZ 150 FA|7| BFEL|CE

4.2. ¥ FO[AENM MHAS 2785}

N S2tO|AHE| Server-Side Authentication 2 HME3l7| siME Hs= BEO| SDKE

AHE8{{OFBF BHLICE (appguard-sdk.jar)

Sie SDK Ol = AppGuardClient 22fAE MEdHH, MHZ2| 9/t setUniqueClientID 2t=
static M EE HIS LI

g HMES fH2 Chauh 254t

public class
AppGuardClient

implements BaseEventinvoker

com.inca.security.Interface.BaseEventinvoker

Lcom.inca.security.AppGuard.AppGuardClient

static void | setUniqueClientID(String clientID, int retryTimeout)

MH Q50| A3 UniqueClientlD & A&t C},

public void setUniqueClientID(String clientID, int retryTimeout)

ME OISO AMEE AFEAL M8 ¢S 2-8YLIL

2HOF clientD 42 null 2 YUY Z2 AppGuard A|AEO| 2J5t0] #EC =
UniqueClientlD 7} Ats2 2 M ELICE 3T YdE ID a2

A
SecurityEventType.Event.S2AUTH_CALLBACK S 2 £H2 £ Q& L|Ct,
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(FE 1: 315 A ELE 2017/4/26 LA AppGuard ZE-2E static O A1 non-static =2
HE e A=)

(F9 2: 18005 ZE2E nullkey ZEE X/&EIL/C})

Ot siie ID gtel =SS ELC.

g ool Etg 249
UniquelD char(40) SHA1 EE= 40 X122 T E Set0|HE F AlE ¢
14 X2 748 siY UniqueClientlD 4 Al TimeStamp
TimeStamp | char(13) = ZSC0|AUELQF M| MMO| MHE AlZHe
TimeStamp
LicenseKey | string siE Yol LEE AppGuard License Key &f
Parameters
client/D UniqueClientlD 7| ZBIE ZE5t= A MHOAM dds ALEX}
A2 null 22 YEE Z2 AppGuard O 2[5t0] AtE2
HE IDE WLt
retryTimeout MHOIZ A Z(retry)E SEY Z[CH A|ZHEH(EEHS, 7|22k
SecurityEventType.S2Auth.S2AUTH_OPTION_DEFAULT_TIMEOUT(=

180))

MH Q1E THAIZ Timeout #to| H7 7ts #rel BRE= 0 ~ 180 (5, Z[CHZL 180 £=3 &)0|H{, 022
HY Al MAIZE IR %o, 18022 H7F Al LEtxo
Tl E L O

retryTimeout 8/ 7|2 H&FgE 180 2 4&olE W= HEEL/IL

Ch2

rlo

i APl ==0f Ciet OGN E = LCt

AppGuardClient.setUniqueClientID(uniquelD, 180);

Otok AppGuard 0| 2|5t0] XHE2Z Unique Client ID 240| 4dElE nullkey ZEE AMESIIAL

of
g 4R9 & EYLCh.

AppGuardClient.setUniqueClientID(null, 180);
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=) | St HHM = AppGuardEvent
Listener & &350 OfH BHAO|MH, SR = setCallbackHandler() HIAEE

AFgBLO] O[HIE A WERIE SEots WAL

CHZ2 AppGuardEventlistener & &%+ Event S8 =40f CH3H +3H OIME 2 LICH

class MyEventListener implements AppGuardEventListener {

@Override

public void onEvent(int code, byte[] data) {
switch ( code) {
case SecurityEventType.Event.S2AUTH_CALLBACK:

Object[] result = SecurityEventParser.getinstance().parse(
SecurityEventType.EVENT,
SecurityEventType.Event.S2AUTH_CALLBACK,
data);

int stateValue = (Integer)result[0];

if ( stateValue == SecurityEventType.S2Auth.S2AUTH_RESULT_SUCCESS ) {

/. M 2150 4I5S LI
/]. ‘83 Al otEigt ZH0| S EEL|CH
//. Null Key Mode & 4<% Unique Client ID & FE%L|LC}
String uniqueClientID = (String)result[1];
//. App MHIO| Q1T HEE QgL
}
else if ( stateValue == SecurityEventType.S2Auth. S2AUTH_RESULT_FAIL ) {
/1. MH QIS0| oS LT
//. retry time (180 =) & AMH Q15E MA|Z StFoLt Mot ZLYLICH
//. Ol Bk SO ZHO| o= FLCh
//.App & TR SHAIALE, 2 FHo| WatM o 2 YE TASHAIZ| HHELCH
}
else if ( stateValue == SecurityEventType.S2Auth.S2AUTH_RESULT_RETRY ) {
/]. MH QIS Al=dts SYLICH
/. HERIR 28 82 25 2 BHAE A0 25 2S50| O|FNX|X| ke 4%

//. retrytime(180 =) &¢t 152 I Al= ThL|Ct,
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N

/1.
/1.

I'I-II_I

Y2 FASIME FLIO

P MAIE Al OfCh Z290] = F 5|0, oj2{#e SO0 20t & + ASL|CL

CHE2 2 OIXIOAM AR El SecurityEventType.S2Auth SeiA0] HAE EQIL|CH

public class
SecurityEventType.S2Auth

com.inca.security.Common.SecurityEventType.S2Auth

Class Overview

ME QIS OHIE AEgto] EAHAL SaAYL(Ch

Fields
public static final int S2AUTH_RESULT_SUCCESS

HORE0| MHAS S 2o ASMHO| A= 21T 20| 4

oH

USE 20[5t= O

Constant Value : 1 (0x0000001)

public static final int S2AUTH_RESULT_RETRY

HURE0| MHOISS ?lof ASMHO A= 21T 2F0| TASAS 2[0|sH= O[HME
Y OHMIEE HESRAZL SoHEstHL LS| Foi THAl 2
g = AL

Constant Value : 2 (0x0000002)

public static final int S2AUTH_RESULT_FAIL

HOEE0| MHRISS 28 LS| A= 2T 20| dIYSS 2l0jsts O

Constant Value : 3 (0x0000003)

2Lt

2Lt

ILIC
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Event 2HE E3l0f S2}0|AET} SecurityEventType.S2Auth.S2AUTH_RESULT_SUCCESS O[HIEZS
FAGIAE B U MHE &30 25 =ol XUS +A;SH0oF LTt

Al M= £ S2H0[QUEQ MM AHot= 25 & Ot0|C|E ARSI £ MM Cist 215
FFE 25 Muo| BtEA| HO|SIO{of LTt

2} “not yet”, “invalid”, "valid” &EfE SEELICL BHf 215

2IF MH= Z20|AUE HEHOf
EXl AL SE 20| O[40] AS Al Y AMH

AASANH7L SE I 5o
2. QASMHII SHIIX| §UEs B2
=
1 0|2

3. QB MHZI HTTP: 200 2 E

SEi Zolols= SEe Mo Al

s AL, Null 7] 2=
"33. OO|L| &t5 E&

Y ol ZIME WES Fsto

£ A8 Al 7ol A2
FAIZ7] BRELICE

?Iet WEB APl EAME EL|CH

dH UHE

glaA Z2 | https://auth.appguard.co.kr/queryStatus

HAHX EIR | Json

Q¥ MALE | POST

27 otetolH

Param Name | Type g e
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ASHEIE & = UAse (ER)2 FEXED T A9
=AtE
-4
data . . [ o
String O AL&X} Session O & 7hs%8t 7€ ID(40 At2]) + ™
+ timestamp(13 Xt2|) + “"
+ Appguard E2tO|MIAT|
ofl) a1b2c3d4e5f6g7h8igj0:1469087298707:ABC
SE U8
{
“status” : 1,
“message” : "not yet”,
e “validCount” : 3
“token” : "16 Xt2|2| Eot EF Zt
“returnTime : “13 At2[2] long type Timestamp”
}
X status, message {8
1: not yet / 2 : invalid / 3 : valid
? S UHE T o3t BE Zf2 "message or status” U LICt. “message or status"= AMEXtO|
MH QIE SFE =0lst= 2/0|M, THf message 20| “valid” O|H(XEE status 20| 3), 2150|
2tz = SEI0[¢E MM0|H O 22 Xl S TIASHAIH EL|Ch

ofgfl LHE2 ¥ MHOIM AppGuard 2ISMHZ ZHOIE Bt7] 2[5t nodelS 2 H &t MZ
e

/*

*  Function Name : checkAuth
*  Parammeter : string UUID
* Desc

* - AppGuard Client 0| A MH 215 % 0| oMoz Tl ZU=X[E AppGuard Auth Server Off Z2
* - https://auth.appguard.co.kr/queryStatus O POST 2 data=Q/5-& O}0|C| HEfZ Z 9|
*/

function checkAuth(UDID){
request.post({
headers: {'content-type' : 'application/x-www-form-urlencoded'},

url: ‘https://auth.appguard.co.kr/queryStatus’,
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body: "data=" + UDID
Lfunction(err, response, body){
if(err){

//. AppGuard 215 MHZt H0| gl 2%
//. Ol= valid M2|E otCt (MHIFO| G0t A= ZHF StLt)
}else{
var json = JSON.parse(body);
if(json.status === "1") {
//.not yet QI BL= MH{QF0| OFF Tl FQl HEfO[ZI St .
//. SEIO0[E ZHMZ S MH 215 M HF0| TdL= 42=
/. Y SE0|HEE F= ME|StALE 52 A FHo| w2t 2
}
else if(json.status === "2") {
//.invalid 28 B2 MHQSO| Huf o 42 0|2z, YMof w2t Ha|strf.
/. Y 2EO0IUEE TR M|otAL =2 DA ZHof o2t 27
1
else if(json.status === "3") {
//.valid QI df= MHRSO| 45 o 42
/. oI 8E R 2YS T otof

)8

A MEO|A AppGuard 913 MHZ ZOIE 3t &

OFE| MH| QIE2 A Folaks o/njYLct,
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